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kbox
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1.1.1 Kbox &/t

AT BKbox 11 55 B — L LR &, T P T ##Kbox.
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linux WIZ LA 4%, H &M [AEL R R, SubAM04er TR, gE—B3n 7
AP HERE . BAR N AklogdMsyslogd®s H EILR RS, (HAE SR EELT, WARS
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FrERIr
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1-1 Kbox £5443
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A2 ER
1. EMECE SO =R B S SEBRIE O, @i AL E St (ete/kbox/config) HLE
HCOR™ G R R U7 s s & .
2. KboxPAR4 17753, S E S (Jete/kbox/config) J&, 77 i s BAIR:
i Sy B S 201 7 A 1B 45 Kbox N AZ AR .

3. RFEBCE AT (etc/kbox/config) HAFMH IS ENIECE , Kbox INEA R A7 fif
B IREN, R ARk B M B K box P AZ LB .

4. HIEADFE B RAE I BEKbox WAZAERANELE ,  Heic s 7 5 I OUAH B 145 B 30
NGBS A7 A X3 (region) , 2R 5 RLHT BIAFAB 4%

5. BEArootB BRI A il it Kbox et H & F a4, WaAmEshTHRrEEES
HF| “/var/log/lkbox” HFE T

6.  HPRBURHEAR S, FRBCGEHERENA, AT EEN.

1.1.3 SEHFXR
ARFTAHKbox B 75 3R o

® HfFFEK
N SZ FFEulerOS#E1E 24t .

® ffFREK
Kbox % fif L B 2 AR = b $E (LR AL i 0, M ATSCRFNVRAM. hmem. pcies
[ )sten

EulerOS RASHR A2 B 50 A8 742 “node0_reserve kbox mem=16M” , i & kbox A 4 ;
HACRR AL “reserve_kbox mem=16M" Tl Ekbox N Ao, % %2 HNES, KINTELE,
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1.2 Thaeiktee
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e

1.2.1 Z95R PR

AT A box {ff FH I 2338 3] i) — LE PRI £ K .

(ARFT:
k4% A Kbox 4§ 5 S AT &6

® YR HAIFRAKE, Kbox Rt R AN T FAE, RS .
. 4 KRG K Apanicy oopsEE oom&E A5, W XA [FAZpanic. oopsTHEH
A, KboxAMigridsk, RATEIFRE BB RGHEY .

® KboxfEilxid R, WRHFICPU LA PR, KboxPATIHFEHATI, HAES
Wb SUf A S FAE, B Kbox RATEMRRE BRI R G H EH, MexHERFR
CRLAE Z AT 7 S 5 ) 3 5 A ) BB

® (il 41Tos_kbox configF HiKboxic sk {5 B, R4k Apanic. oopsEk
FoomFEFHHM, HTIFATBIAIRI, Kbox "] BB MEZ I H LA ifE BATE

B
® FeI iR, StackIKHRNEE 4 N0, WIS T 16kE, StackskEF{E R
A=

® kbox'FH HEINRE, HEEEHE—REshMEHE T, HiGkbox k%5, HTkbox
R AIbRICE R, BRSHHEST R EHE.

® BNl Akbox il H I ENAA R HE, RGEE G, W REAENFENA R
55, kbox H&EE K.

1.2.2 RS panic B2
A FENAURGH T MR, B ] panic k& 20, B 7 Hridsk i 5

R

Ihgetid
FE A M S A BRAE RE ARG TR MR R R E, SBURERG ALK AET™
HETR. KboxBEW W panicFHAF KA M A] . U PSS A5 BAC K 27 &,
JiEL4ES N 52 €A

El%\iﬁ

1O 7 H panicfd BT = A0 WA
1. panicRHEE, REZICEKELAERNI2K, ZidFKX FEHNEFEFE:
- RS R AE B [RI(UTCHY [A]) .
- panic KM,
- FHEHEPID. R H HEFETGID KRR R,
- WERECAR IS KRG R O B R ZHTENS01T)
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1 kbox

- HATIHFEG A

'fT{n o

- RGIMEARR.

- HEHRERE.

2. WEHEBEITHIHE
- AEREERAE

S R I B

T o

3. wHEHHE,

- WERE RS

- HAWAZFTE
(Mt

o R B AT Hpb it

FJILAé$s1§u
fEHEE R, B

1. paniciHH{EE
//panicHHALAEX, X

kdkkkkarea type:panic

// A% S R AR B ],
panic time:2018010810
//panic Ji A

panic reason:call pan
//FHRERPID. BE ik
process: bash (pid: 6
// R B

Call Trace:
[KFEFETEEEFC280db8>]
[KFEFETEEEFC281F18>]
[KEFFETEEEFC279ef8>]
[KEFFETEEFFc27a084>]
[KEFFETEEFFC2741d0>]
[<FFF£8000000f0ed4>]
[<FFF£8000000£0F64>]
[<FFF£8000009ebb68>]
[KFEFETEfffc36fa38>]
[KFEFETEEfFe36fe9c>]
[<FFF£80000026023¢>]
[<FFF£800000260c34>]
[<FFF£800000261888>]
Stack:

, MEZILFEEARENAMK. ZitFX EENFLHE:
IR (B (UTCH (8]
64K HEGF R, BIWAZSTEN BEA 2 b X o i Je 64K H 45

S E AT =) S e
E@Hﬂ“lﬁﬂ(UTCHﬂ‘lEﬂ)o

L
HHE.

BON32K. ZIn R X EE N F A

REAGEFGITARE, KENEHSGITIHRE

TUT N Z:

Bipanic H A7 T panicfAiE X 2 51 50

— location in panic area:Q#kikk

%I ) A UTCRS 18], b BB [ =UTCH []+8 /)N Fisf
1725-b8cd7

ic() function in process context.
FETGID K HEFE 4 R
127, tgid: 6127) on CPU: 2

kbox dump backtrace+0x0/0x110 [kbox]

kbox show call trace+0x188/0x228 [kbox]

kbox show task kernel info+0xe8/0x210 [kbox]
kbox print specified tasks+0x64/0x80 [kbox]
kbox panic notifier callback+0x1d0/0x290 [kbox]
notifier call chaint+0x5c/0xa0

atomic notifier call chain+0x24/0x30
panic+0x178/0x2ac

dev_wr actions+0xb98/0xf40 [kpgen kbox]
dev_wr handler+0xbc/0x140 [kpgen kbox]

~ vfs writet+0x4c/0x120

vfs write+0x9c/0x1a8

SyS writet+0x68/0xd8

stack grow form:
ff££800334920c40
ff££800335937b00
ff££800335937b20
ff££800335937bd0
0000000000000000
3830313038313032
ff££800335937bc0
ff££800000fe7000
ff££800335937bd0
ff££80000112cal0
ff££80000112c000
ff££800335937¢f0
0000000000000000
ff££800335937¢f0
ff££800335937¢90
00000000ffffffc8
cb88537fdc8ba32c

ff££800335937ac0
0000000000000000
fEFF7Efffc27a084
fEFE7EFffc2741d0
ff££8000000f0ed4
ff££f80000112ca38
622d353237313031
800000098228
ff££8000001ddc10
cb88537fdc8ba32c
ff££80000112c000
000000000000000b
fEFf7ffffc36fa3s
ff££8000001ddc10
ff££800335937cf0
ff££800335937cf0
cb88537fdc8bha32c
0000000000000000

to ff££800335938000

FEFE7TEEFFc2889e8
f£££800334920c40
FEFE7TEEEFc283¢30
f£££80000100edcO
0000000000000000
1800037646338
00000000000£423¢
££££80000112c000
f£££800335937¢10
FEEE7TEEEE371000
f£££800335937¢20
FEFE7TEEEEC372000
0000000000000005
f£££800335937cb0
f£££800335937c£0
0000££ffac26d000
0000000000000000

0000808080808080
££££800000£e7000
0000000080000000
00000000f £ d
f£££800335937c08
0000000000000015
££££800000fe7b30
££££800000098208
f£££8000000£0£64
££££8000001ddc10
f£££8000009ebb68
££££800000£e7000
0000000000000015
00000000ffffffc8
f£££800335937cb0
0000000000000000
0000000000000000
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EulerOS V2.0SP3 {45/ (for ARM64) 1 kbox

££££800000605800 ff££800000fe7b30 f£££800335937d30 ffff7ffffc36fe9c
0000000000000005 ££££800000£e7000 f£££800335937eal ffff800335937eal

<pid:6127:6127:bash>

<basic>

bash R running 2 0 6127 6127 6124 NA-e NA-y NA-o (NOTLB)
<{/basic>

/TR AATE R

<cmdline>

—~bash

</cmdline>

<env>

USER=root LOGNAME=root HOME=/root PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin
MAIL=/var/mail/root SHELL=/bin/bash SSH CLIENT=192. 168. 65. 85 59344 22

SSH CONNECTION=192. 168. 65. 85 59344 192. 168. 3. 233 22 SSH TTY=/dev/pts/0 TERM=xterm
XDG SESSION ID=1 XDG RUNTIME DIR=/run/user/0

</env>

<{pt _regs>

<{/pt _regs>

<backtrace>

task bash is 64bit app

kbox arch stack backtrace=ffff800335938000

<{/backtrace>

<{stack dump:ffff800335937ad0: ffff8003359376d0:400:0>

<{/stack dump>
</pid:6127>

2. WEIHEHTEHE
message:
kdkkkkarea type:message — location in message area:2%ksdkk
/IR R AR I TE], A% 1) 9 UTCH TR], b 5B [A]=UTCHs ] +8 /N st
panic time:20180108101725-b8cd7
0] GIC: using LPI property table @0x0000000379cc0000
0] ITS: Allocated 1792 chunks for LPIs
0] GICv3: CPUO: found redistributor 0 region 0:0x00000000080a0000
0] CPUO: using LPI pending table @0x0000000379cd0000
0] Architected cpl5 timer(s) running at 50.00MHz (virt).
0] clocksource arch sys counter: mask: Oxffffffffffffff max cycles: 0xb8812736b
le ns: 440795202655 ns
1] sched clock: 56 bits at 50MHz, resolution 20ns, wraps every 4398046511100ns
1566] Console: colour dummy device 80x25
2397] console [tty0] enabled
3035] bootconsole [plll] disabled
3749] kmemleak: Kernel memory leak detector disabled
3764] Calibrating delay loop (skipped), value calculated using timer frequency..
BogoMIPS (1pj=200000)
3770] pid max: default: 32768 minimum: 301
3793] Security Framework initialized
19135] Dentry cache hash table entries: 2097152 (order: 12, 16777216 bytes)
127604] Inode—cache hash table entries: 1048576 (order: 11, 8388608 bytes)
168332] Mount-cache hash table entries: 32768 (order: 6, 262144 bytes)
168369] Mountpoint—cache hash table entries: 32768 (order: 6, 262144 bytes)
181797] Initializing cgroup subsys blkio
181803] Initializing cgroup subsys memory
181813] Initializing cgroup subsys devices
181818] Initializing cgroup subsys freezer
181822] Initializing cgroup subsys net cls
181826] Initializing cgroup subsys perf event
181831] Initializing cgroup subsys net prio
181836] Initializing cgroup subsys hugetlb
181847] ftrace: allocating 33040 entries in 130 pages
276924] hw perfevents: enabled with arm/armv8-pmuv3 PMU driver, 7 counters available

ax_i

=
e
=

e e R R e W B e B e B B e e e e e N i e B e B e N e e = e e N N e N e B
S R R o R e oo R e N

[ 9.968716] ip set: protocol 6

[ 9.981637] IPv6: ADDRCONF (NETDEV UP): ethO: link is not ready

[ 9.981941] 8021q: adding VLAN O to HW filter on device ethO

[ 707.978508] kpgenm: call panic() function in process context.

[ 707.988306] Kernel panic — not syncing: call panic() function in process context.
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1 kbox

[ 707.989694] CPU: 2 PID: 6127 Comm: bash Tainted: G OE
4.1.44-03. 35. vhulk1711. 1. 1. aarch64 #1

707.991165] Hardware name: QEMU KVM Virtual Machine, BIOS 0.0.0 02/06/2015
707.992235] Call trace:

707.992634] [<ffff80000008ael10>] dump backtrace+0x0/0x1a0

707.993476] [<ffff80000008afd0>] show stack+0x20/0x28

707.994271] [<Kfff£8000009eeflc>] dump stack+0x98/0xb8

707.995068] [<ffff8000009ebb3c>] panic+0x14c/0x2ac

707.995822] [KFfff7ffffc36fa38>] dev wr actions+0xb98/0xf40 [kpgen kbox]
707.996862] [KEfff7ffffc36fe9c>] dev wr handler+0xbc/0x140 [kpgen kbox]
707.997892] [<ffff80000026023c>]  vfs write+0x4c/0x120

707.998710] [<Kffff800000260c34>] vfs write+0x9c/0x1a8

707.999510] [<ffff800000261888>] SyS write+0x68/0xd8

708. 285] SMP: stopping secondary CPUs

[ 708. 920] kbox: catch panic event.

3. EHETHAE
console:
##t#num:0, record len:254
/) PIRE S8 R AR R, 2B TR S UTCH ), B S [RI=UTCHS [A]+8 /)N B
panic time:20180108101725-b8cd7
[ 708.001834] collected len = 28142, LOG BUF LEN LOCAL = 32768

[ 708.110716] [kbox drv] flush data done. addr: Oxffff800358800000, size: 0x1000000

panic time:20180108101725-b8cd7

1.2.3 IR L% oom 5 &

AN EEA PN LR AN WZ B Ird xR w5 .

77 1 Bl 5 A R R A B AT RERUA B AR IR I R R BN S R A, il

oomZFf4 .

FRACK B BT, T EYE N SUERL .

RS

oomfs BALE =B N .

1. oomAFHELE, REZILKELEREN256K, ZidFK X EENEEHE:

PIAZ S8 LB (B TR (UTC R [ )
AT R Ipid. HEFEAFK. WAZBA. cpus . ecmd.
(D emm

cmdfz &Ky R A2 o9emdline £ 8K, X Ekbox R AT AT255/NF /4 o
SRR L AR R R RRE B & ZHTEN15017)
WNAFGITHE S
slabZy i3 2.
YET RGP RERE R
vmallocfs & .
rootfs/ramfs/tmpfs&s A7 SCAF R G I SCHHE B -
rootfs/ramfs/tmpfs% N A7 SO R 40 H 1 SCHF 5 H ARG B
oom/& IHEAE, 0: AMBAEFIERE 1: ¥4 Hpanic.

2. WIZEBEITEHHE, HZidRELRFENAK. Zidxk X FENFL

A S R AR RIS TR (UTCH ] ) o

4

Kbox BE 1 K oomFAF K A IR TE] . K AEoomiFFE(E B .. KRG EERY
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EulerOS V2.0SP3 {45/ (for ARM64) 1 kbox

- AWRANRITAK H EGE R, BIARATEVRIEIAZE 0 X b R 5 64K H & 45
B

it o

3. BHIGITHHE, RZIEHEEERENI2K. ZidkX BN AR
- WS R AR B (UTCH 8]
- HARNAZITE H S R

=t
TEH B B, Aa T WA

1. oomAFHIEE
// oomFHE AKX, HiToomH EiLF 1A
area type: O-panic l-reboot 2-emerge 3-intermit 4-oom 5—oops/die 6-rlock 7-message 8-console
*************** area type:4, record num:1, unit size:64 ———————————

###num:0, record len:83407

// WS R AR ], ZEEAUTCHE ], b5t e =UTCHY [8]+8 /)N i

oom time:20160218155821-e0387

// 2R oomiEFEIpid, BFEFEA K NERA A cpu's:

Current Pid: 1621, comm: kworker/2:3 Tainted: G OE

4.1.44-03. 35. vhulk1711. 1. 1. aarch64 #1

// 58 R R O F

Call Trace:
[<ffffffffa037cab3>] kbox dump oom+0x13/0x30 [kbox]
[<Ffffffffa037bb17>] kbox oom callback+0x107/0x210 [kbox]
[<EfEfEfFF810a8c20>] ? wake up state+0x20/0x20
[<EFEFEFFF8109ffe8>] 2 wake up common+0x58/0x90
[<EfffffFF8160a2fc>] notifier call chain+0x4c/0x70
[<EEEFEFFF8109d07d>]  blocking notifier call chain+0x4d/0x70
[<FEffEFFF8109d0b6>] blocking notifier call chain+0x16/0x20
[<EfffEfFF81159e6e>] out of memory+0x4e/0x4f0
[<EFEEEEFF81390ble>] ? tty ldisc deref+0x3c/0xal
[<FfEfEFFF81394fad>] moom callback+0x4d/0x50
[<EfffEFFF8108f445>] process one work+0x175/0x430
[<EFEFEFFF8109028b>] worker thread+0x11b/0x3a0
[<EFEFEFFF81090170>] ? manage workers. isra. 25+0x2a0/0x2a0
[KEFFFFFFF81096fbf>] kthread+0xcf/0xe0
[<EFEEEEFF81096ef0>] ? insert kthread work+0x40/0x40
[<FFEfEFFF8160e858>] ret from fork+0x58/0x90
[<EFEEEEFF81096ef0>] ? insert kthread work+0x40/0x40

oom stack:

fff£8801385bfbf0
ffff8801385bfdc8
0000000000000002
ffffffffa037cab3
3835353138313230
fEFFFff810a8c20
ffff8801385bfcf8
0000000045746160
fEfFfffr8160a2fc
ffff8801385bfdc8
0000000000000000
ffff88013efd8300
fff£8801385bfe08
fff£8801385bfdel
fff£8801385bfdd0
ffff8801385bfel8
fff£88013ec92f00
fEFFFffr81394fad
0000000000000000
fff£880138589700
fff£8801385bffd8
ff££880138589700
0000000000000000

fE££8801385bfc48
0000000000000000
0000000045746160
ff££8801385bfce8
37383330652d3132
0000000000000000
FEEFEFFF8109ffe8
00000000f L EEF
FEEEELFF8197T7E80
00000000£ LT
0000000000000000
00000000000000d0
fEEEEFF81159ebe
0000000000000286
FEEEEL81390ble
0000000045746160
f£££88013ec96£00
f£££8801385bfe60
fE££88013ec92£00
f£££88013846a000
fE££8801385bffd8
f£££880138bafd38
0000000000000000

f£££8801385bfcbe
f££8801385bfc48
0000000000000000
fEffffffa037bb17
0000000000000000
0000000000000000
0000000100000000
0000000000000000
0000000000000000
f££8801385bfd60
0000000000000001
f£££8801385b£d70
00000000fffc4c8b
0000000000000286
0000000000000282
fEEfEFF£819bd9al
0000000000000040
fEEEEFFF8108£445
f1££88013ec92£18
f£££8801385bfecO
880138589700
1880138462000
f££8801385bf 48

0000000000000000
fEffffffa037c04a
fE££8801385bfchH8
36313032810a8c32
f£££880035ec2280
0000000045746160
0000000000000000
f£££8801385bfd20
0000000000000000
fEEEELE£8109d07d
fE££88013ec92£00
FEFEELE£8109d0b6
0000000000000000
0000000000000286
0000000000000000
1880138462000
fE££8801385bfel8
000000003ec92£00
1880138462030
FEFEELE£8109028b
1880138589700
FEFEELE£81090170
FEFEELEF81096f bt
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0000000000000000
0000000000000000
££££880100000000
FEEEELF181096e£0
FEEEELI18160e858
0000000000000000
0000000000000000
0000000000000000
FEEEELPPFFEfeefee
fE££8801385bf 158

/I WEGHER

kdkkkkkk  meminfo

MemTotal :
MemFree:

3522

TotalHigh:
FreeHigh:
Buffers:

SwapTotal:
SwapFree:

//slab4rEifs 5

skkskokekckek

slabinfo

# name

<limit> <batchcount> <sharedfactor>: slabdata <active slabs> <num slabs> <sharedavail>

0000000000000000
f£££8801385bfef8
ff££8801385bff18
0000000000000000
0000000000000000
f£££880138bafd38
0000000000000000
0000000000000000
0000000000000000
0000000000000018

skekskokekokek

3768752 kB

112 kB
0 kB
0 kB
764 kB

4063228 kB
4063228 kB

skekskskrsker

£1£1£88013846a000
f1££8801385bfef8
fT££8801385bff18
0000000000000000
0000000000000000
810960
0000000000000000
0000000000000000
0000000000000010

0000000000000000
££££880100000000
0000000045746160
f£££880138bafd38
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000202

<active objs> <num objs> <objsize> <objperslab> <pagesperslab>: tunables

nf conntrack ffffffff819dch40

slabdata 2 2 0
xfs icr 0
slabdata 0 0 0
xfs ili 104
slabdata 4 4 0
xf's inode 1760
slabdata 110 110 0
xfs efd item 80
slabdata 4 4 0
xfs da state 64
slabdata 4 4 0
xfs btree cur 76
slabdata 4 4 0
xfs log ticket 88
slabdata 4 4 0
scsi cmd cache 72
slabdata 4 4 0
kcopyd job 0
slabdata 0 0 0
dm uevent 0
slabdata 0 0 0
dm rq target io 0
slabdata 0 0 0
UDPLITEv6 0
slabdata 0 0 0
UDPv6 84
slabdata 3 3 0
tw_sock TCPv6 0
slabdata 0 0 0
TCPv6 16
slabdata 1 1 0
cfq queue 102
slabdata 6 6 0
bsg cmd 0
slabdata 0 0 0
mqueue inode cache 18
slabdata 1 1 0
hugetlbfs inode cache 52
slabdata 2 2 0
configfs dir cache 0
slabdata 0 0 0
dquot 0
slabdata 0 0 0
kioctx 0
slabdata 0 0 0

50 50 320

0 144 28

104 152 26

1760 1024 16
80 400 20
64 488 16
76 208 19
88 184 22
72 448 18

0 3312 9
0 2608 12
0 424 19
0 1152 28
84 1152 28
0 256 16
16 2048 16

102 232 17

0 312 26
18 896 18
52 608 26

0 88 46

0 256 16

0 576 28

25 2 3

1 : tunables

1 : tunables

4 : tunables
2 : tunables
2 : tunables

1 : tunables

1 : tunables

2 : tunables
8 : tunables
8 : tunables
2 : tunables
8 : tunables
8 : tunables

1 : tunables

8 : tunables

1 : tunables

2 : tunables
4 : tunables
4 : tunables

1 : tunables

1 : tunables

4 : tunables

tunables

0
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EulerOS V2.0SP3 {45/ (for ARM64) 1 kbox

pid namespace 0 0 2176 15 8 : tunables 0 0 0 :
slabdata 0 0 0
posix timers cache 0 0 248 16 1 : tunables 0 0 0 :
slabdata 0 0 0
UDP-Lite 0 0 1024 16 4 : tunables 0 0 0 :
slabdata 0 0 0

/540 RGO
//B: emdfE B SRR N endline 24, X Blkbox H AT AT 255/ 4%
s,kkdokk kbox show all tasks —skskekskekk

[ pid ] wuid ppid tgid total vm rss (pages) cpu stat name cmd[ 1] 0 0
1 10275 889 1 S systemd /usr/lib/systemd/systemd ——switched-root ——
system ——deserialize 20[ 243] 0 1 243 9204 2186 3 S systemd—

journal /usr/lib/systemd/systemd-journald[ 266] 0 1 266 10788
524 2 S systemd-udevd /usr/lib/systemd/systemd-udevd

[ 349] 0 1 349 39155 2398 1 S rsyslogd /usr/sbin/rsyslogd -
n[ 363] 81 1 363 6617 365 0 S dbus—daemon /bin/dbus-daemon —-
system ——address=systemd: ——nofork ——nopidfile ——systemd-activation[ 398] 0 1

398 6613 440 3 S systemd-logind /usr/lib/systemd/systemd-logind

[ 408] 0 1 408 27509 208 2 S agetty /sbin/agetty ——keep—baud
115200 38400 9600 ttySO vt220

[ 414] 0 1 414 31583 393 3 S crond /usr/sbin/crond -n

[ 421] 0 1 421 24241 673 1 S login login —— root

[ 680] 0 1 680 17941 539 3 S sendmail sendmail: accepting
connect

[ 845] 51 1 845 16801 463 3 S sendmail sendmail: Queue
runner@01:00:00 for /var/sp

[ 880] 0 1 880 16631 314 0 S sshd /usr/sbin/sshd

[ 2541] 0 1 2541 24144 3261 2 S dhclient /sbin/dhclient -H
localhost -1 —q -1f /var/lib/dhclient/dhclient——eth0. lease —pf /var/run/dhclient—eth0. pid
eth0

[ 2841] 0 421 2841 28875 541 0 R bash -bash

total real task number: 14

seksiolkokkolkkkkStart oom extend info. ssskkkskskoksskokokssokokk

Vmallocinfo Start >>>>>>>>>5>55>5>>5>>//ilid Ak 1 Fi I A A7
0xffffc90000000000—0xffffc90000002000 8192 hpet_enable+0x2d/0x2e9 phys=0xfed00000
ioremap

0xffffc90000002000—0xffffc90000403000 4198400 alloc large system hash+0x171/0x239
pages=1024 vmalloc vpages

0xffffc90000403000-0xf£f£c90000406000 12288 alloc_large system hash+0x171/0x239 pages=2
vmalloc

0xffffc90000406000—-0xffffc90000607000 2101248 alloc large system hash+0x171/0x239
pages=512 vmalloc

0xffffc90000608000-0xf£f£c9000060b000 12288 acpi_os map memory+Oxea/0x142
phys=0xbffdf000 ioremap
0xffffc9000060c000-0xf£f£c9000060£000 12288 acpi_os map memory+Oxea/0x142
phys=0xbffe0000 ioremap
0xffffc90000610000-0xf£f£c90000612000 8192 acpi_os_map memory+Oxea/0x142

phys=0xfed00000 ioremap

0xffffc90000612000—-0xffffc90000653000 266240 alloc large system hash+0x171/0x239
pages=64 vmalloc

0xffffc90000653000—-0xffffc900006d4000 528384 alloc large system hash+0x171/0x239
pages=128 vmalloc

0xffffc900006d4000-0xf£f£c900006e5000 69632 alloc large system hash+0x171/0x239
pages=16 vmalloc

0xffffc900006e5000-0xf£f£c900006£6000 69632 alloc large system hash+0x171/0x239
pages=16 vmalloc

0xffffc900006£6000-0xf£f£c90000707000 69632 alloc large system hash+0x171/0x239
pages=16 vmalloc

0xff£fc90000708000-0xf£f£c9000070a000 8192 cirrus device init+0x86/0x130 [cirrus]
phys=0xfebf4000 ioremap

0xffffc9000070a000-0xf£f£c9000070c000 8192 dm table create+0x9e/0x130 [dm mod] pages=1
vmalloc

0xff£fc9000070c000-0xf£f£c9000072d000 135168 raw init+0x41/0x141 pages=32 vmalloc
0xffffc9000072d000-0xf£f£c90000736000 36864 drm ht create+0x55/0x80 [drm] pages=8
vmalloc

0xff£fc90000736000-0xf£f£c90000738000 8192 dm table create+0x9e/0x130 [dm mod] pages=1
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vmalloc

0xff£fc90000739000-0xf£f£c9000073c000 12288 cirrusfb create+0xde/0x390 [cirrus] pages=2
vmalloc

0xff£fc9000073c000-0xf£f£c9000073e000 8192 swap_cgroup_swapon+0x48/0x160 pages=1
vmalloc

0xffffc9000073e000-0xf£f£c90000740000 8192 ebt register table+0xa2/0x380 [ebtables]

pages=1 vmalloc

0xffffc90000740000-0xf£f£c90000761000 135168 pci_ioremap bar+0x46/0x80 phys=0xfebc0000
ioremap

0xffffc90000761000-0xf£f£c900009a2000 2363392 cirrusfb create+Oxde/0x390 [cirrus]
pages=576 vmalloc vpages

Vmallocinfo End <<<<CLCLLLLLLLLLLLLLL

[/ WAESCE R 5

Filesystem 1K-blocks Used Available Use(%)  Mounted on
tmpfs 1884376 0 1884376 0% /dev/shm
tmpfs 1884376 8504 1875872 0% /run

tmpfs 1884376 0 1884376 0% /sys/fs/cgroup
skefkefekokekok mem info sk ?Total @ 3768752 kB
Total free: 3521908 kB

User space: 157772 kB

Mlock: 0 kB

Kernel space: 89072 kB

Bootmem reserved: 409164 kB

HugePages Total: 0 kB

HugePages Free: 0 kB

HugePages Rsvd: 0 kBHugePages Surp: 0 kB
Hugepagesize: 2048 kB

// & R ARRISCAE, AR E/

skeokskokokok pagecache info: skokskekokok

/run/log/journal/ad0c8c7dc64c4ecb860400450d3d0825/system. journal : nrpages = 1971.

/run/udev/data/c116:33 : nrpages = 1.

/run/udev/data/c116:3 : nrpages = 1.

/run/udev/data/b8:2 : nrpages = 1. /run/systemd/system/session-1. scope.d/90-
SendSIGHUP. conf : nrpages = 1. /run/udev/data/b253:1 : nrpages = 1.

/run/mcelog. pid : nrpages = 1.

/run/udev/data/n2 : nrpages = 1. /run/systemd/system/session—1.scope.d/90-Slice. conf :
nrpages = 1. /run/udev/data/b8:1 : nrpages = 1.

/run/syslogd. pid : nrpages = 1.

/run/udev/data/b8:0 : nrpages = 1.

/unknown : nrpages = 1.

/run/udev/data/bl1:0 : nrpages = 1.

/run/crond. pid : nrpages = 1.

/run/udev/data/c13:33 : nrpages = 1. /run/systemd/system/session—1.scope : nrpages =
1.  /run/udev/data/c13:67 : nrpages = 1.

/run/auditd. pid : nrpages = 1.
sokskskskkddkkkokkkdkkkEnd oom extend info. ssskskskkskkskdokskokskokkok
//oom5F 10 3% AR (0: 3R [ F 4%, 1:18Fpanic)
action after oom is:1

KBOX END

W% S ATETH &

*************** area type:7, record num:1, unit size:64 ———————————

###num:0, record len:39434

oom time:20160218155821-e0387

[ 0. 182489] Initializing cgroup subsys net cls

0.182493] Initializing cgroup subsys perf event

0. 182498] Initializing cgroup subsys net prio

0. 182504] Initializing cgroup subsys hugetlb

0.182514] ftrace: allocating 33040 entries in 130 pages
0.279601] hw perfevents: enabled with arm/armv8-pmuv3 PMU driver, 7 counters available
0.279618] Remapping and enabling EFI services.

0.279624]  EFI remap 0x0000000004000000 => 0000000040000000
0.279640]  EFI remap 0x0000000009010000 => 0000000044000000
0.279649]  EFI remap 0x00000003956£0000 => 0000000044010000
0.279690]  EFI remap 0x00000003957b0000 => 00000000440d0000
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A B B W s W s B e B e B s s T s W e B s B s B s s W e B e B s B s T s W s B s B s B s B S s B s B s B s s W e B e B s B s T s s B s B s B s s B e B s T I s e e B e B s B s s W e B s B s s s W e B s B s s W s B e B s B s B s W s W B s M |

0
. 356029]
. 395963]

1

S N e s

o ey

e e el el el e e e el e e e e e e e = = = N )

.279710]

279737]
279757]
279780]
279800]
279833]
280674]
280677]
280690]
280748]
280971]
280974]
280986
281043]
338976]
338981]
338999]
339047]
339169]
339222]
339227]
339260]

. 352848]
. 355692]
0
645041785100000 ns
futex hash table entries: 1024 (order: 4,
xor: measuring software checksum speed

355795]

355822]

436026
476091]
516153]
516159]
516211]
516550]
528219]
540276]
540364]
540374]
540511]
553800]
553870]
589201]

707387]

. 863259]
. 931565]
.999923]

68260]

. 136581]
. 204899]
. 273252]
. 341555]
. 409895]
. 478189]
. 546504 ]
.614813]
. 615466]
. 616261]
.617130]
. 617965]
. 618486]
.619155]
. 619286]
.620117]
.621003]
. 621863]
. 622591]
giometti@linux. it>

BRI
BRI
BRI
BRI
BRI
BRI
CPUL:

GICv3: CPUL: found redistributor 1 region 0:0x00000000080c0000
CPUL: using LPI pending table @0x0000000378370000

remap 0x0000000395820000 => 0000000044120000
remap 0x0000000395890000 => 0000000044190000
remap 0x00000003958¢0000 => 00000000441e0000
remap 0x0000000395930000 => 0000000044230000
remap 0x0000000398c60000 => 0000000044280000
remap 0x0000000398d00000 => 0000000044310000

Booted secondary processor
Detected PIPT I-cache on CPU1

CPU2: Booted secondary processor
Detected PIPT I-cache on CPU2

GICv3: CPU2: found redistributor 2 region 0:0x00000000080e0000
CPU2: using LPI pending table @0x00000003783a0000

CPU3: Booted secondary processor
Detected PIPT I-cache on CPU3

GICv3: CPU3: found redistributor 3 region 0:0x0000000008100000
CPU3: using LPI pending table @0x00000003783d0000

Brought up 4 CPUs

SMP: Total of 4 processors activated.

CPU: All CPU(s) started at EL1

alternatives: patching kernel code
devtmpfs: initialized

SMBIOS 3.0.0 present.
clocksource jiffies: mask: Oxffffffff max cycles: Oxffffffff, max idle ns:

8regs

8regs prefetch:

32regs
32regs prefetch:

4208. 000 MB/sec

3977. 000 MB/sec

4093. 000 MB/sec

3864. 000 MB/sec

xor: using function: 8regs (4208.000 MB/sec)
pinctrl core: initialized pinctrl subsystem
NET: Registered protocol family 16

cpuidle: using governor ladder
cpuidle: using governor menu

vdso: 2 pages (1 code @ ffff800000fe5000, 1 data @ ffff800000fe4000)
vdso: 2 pages (1 code @ ffff800000a07000, 1 data @ ffff800000fe4000)
hw—breakpoint: found 6 breakpoint and 4 watchpoint registers.

DMA: preallocated 256 KiB pool for atomic allocations

Serial: AMBA PLO11 UART driver
9000000. p1011: ttyAMAO at MMIO 0x9000000 (irq = 38, base baud = 0) is a PLOI1

console [ttyAMAO] enabled

raid6:
raid6:
raid6:
raid6:
raid6:
raid6:
raid6:
raid6:
raid6:
raid6:
raid6:
raid6:
raid6:
raid6:

int64x1
int64x1
int64x2
int64x2
int64x4
int64x4
int64x8
int64x8
neonx1
neonx2
neonx4
neonx8

using algorithm neonx4 gen() 6581 MB/s
using intx1l recovery algorithm
pcie bus config value 0 —> 0

vgaarb: loaded
SCSI subsystem initialized
libata version 3.00 loaded.

usbcore: registered new interface driver usbfs
usbcore: registered new interface driver hub
usbcore: registered new device driver usb
LinuxPPS API ver
Software ver

pps_core:
pps_core:

gen ()
xor ()
gen ()
xor ()
gen()
xor ()
gen ()
xor ()
gen()
gen()
gen()
gen()

1639
1354
2588
2011
3203
2099
3581
2045
3174
4896
6581
5936

MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s
MB/s

1 registered
5.3.6 — Copyright 2005-2007 Rodolfo Giometti
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DO B0 1O 00 1O 10 B0 1O 00 1O B0 B0 1D 10 1O B0 B0 1D 10 1O B0 B0 1D 10 DO D0 B0 19 10 1O B0 B0 1D 10 1O B0 B0 1D 10 DO D0 B0 DD D0 DD pm b b b e b e e e e

. 623927]
. 624624]
.625516]
.626034]
.626671]
. 627448]
. 628392]
. 680535]
. 684424]
. 685392]
. 686802]
. 687964 ]
. 689028]
.690012]
.691059]
.691857]
.692745]
.693446]

694133]

. 695064 ]

695112]
293805]

. 294690]

295644]
296323]
297204]
298285]
299214]
302679]
303084]
303751]
304413]
306421]
307171]
307790]
308385]
309430]
310794]
311421]
312190]
314072]
314742]
315410]
316060]
316688]
317437]
331278]
332456]
333039]
333855]
334873]
336131]
336999]
338021]
338717]
339472]
340228]
342858]
343866
344689]
345614]
346613]
347692]
347857]

. 348877]
. 360695]
2
conflicts with (null) [bus 00-1f])
2.366758] pci 0000:01:00.0: [1b36:0001] type 01 class 0x060400

366710]

PTP clock support registered
EDAC MC: Ver: 3.0.0
NetLabel: Initializing
NetLabel: domain hash size = 128
NetLabel: protocols = UNLABELED CIPSOv4
NetLabel: wunlabeled traffic allowed by default
Switched to clocksource arch sys counter
FS-Cache: Loaded
NET: Registered protocol family 2
TCP established hash table entries: 131072 (order: 8, 1048576 bytes)
TCP bind hash table entries: 65536 (order: 8, 1048576 bytes)
TCP: Hash tables configured (established 131072 bind 65536)
UDP hash table entries: 8192 (order: 6, 262144 bytes)
UDP-Lite hash table entries: 8192 (order: 6, 262144 bytes)
NET: Registered protocol family 1
RPC: Registered named UNIX socket transport module
RPC: Registered udp transport module.
RPC: Registered tcp transport module.
RPC: Registered tcp NFSv4.1 backchannel transport module
PCI: CLS O bytes, default 64
Unpacking initramfs...
Freeing initrd memory: 17708K
kvm [1]: HYP mode not available
Initialise system trusted keyring
audit: initializing netlink subsys (disabled)
audit: type=2000 audit(1.960:1): initialized
HugeTLB registered 1 GB page size, pre—allocated 0 pages
HugeTLB registered 2 MB page size, pre—allocated 0 pages
zpool: loaded
zbud: loaded
VES: Disk quotas dquot 6.6.0
VES: Dquot—cache hash table entries: 512 (order 0, 4096 bytes)
NFS: Registering the id resolver key type
Key type id resolver registered
Key type id legacy registered
nfs4filelayout init: NFSv4 File Layout Driver Registering..
Installing knfsd (copyright (C) 1996 okir@monad. swb. de).
Key type cifs. spnego registered
Key type cifs. idmap registered
Key type big key registered
alg: No test for stdrng (krng)
NET: Registered protocol family 38
async tx: api initialized (async)
Key type asymmetric registered
Asymmetric key parser ’x509" registered
bounce: pool size: 64 pages
Block layer SCSI generic (bsg) driver version 0.4 loaded (major 250)
io scheduler noop registered
io scheduler deadline registered (default)
io scheduler cfq registered
pl061 gpio 9030000. pl1061: PLO61 GPIO chip @0x0000000009030000 registered
pci hotplug: PCI Hot Plug PCI Core version: 0.5
pciehp: PCI Express Hot Plug Controller Driver version: 0.4
PCI host bridge /pcie@eff0000 ranges:
10 0x3dfe0000. . 0x3dffffff —> 0x00000000

MEM 0x0eff0000. . 0x3dfdffff —> 0x0eff0000

MEM 0x8000000000. . OxffffFEffFf —> 0x8000000000
pci—host—generic 3e000000. pcie: PCI host bridge to bus 0000:00
pci bus 0000:00: root bus resource [bus 00-1f]
pci bus 0000:00: root bus resource [io 0x0000-0x1ffff]
pci bus 0000:00: root bus resource [mem 0x0eff0000-0x3dfdffff]
pci bus 0000:00: root bus resource [mem 0x8000000000-0xffffffffff]
pci 0000:00:00.0: [1b36:0008] type 00 class 0x060000
pci 0000:00:00.0: of irq parse pci() failed with rc=-19
pci 0000:00:01.0: [8086:244e] type 01 class 0x060401
pci 0000:00:01.0: of irq parse pci() failed with rc=-19
pci bus 0000:01: busn res: can not insert [bus 01-ff] under [bus 00-1f]
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138

0O 00 00 10 19 09 10 10 10 19 1D 10 10 10 19 00 10 1 10 19 00 10 10 10 19 00 10 10 10 19 00 10 10 10 19 00 10 10 10 10 00 10 10 19 19 10 10 10 19 1D 10 10 10 19 1D 10 10 10 D9 1D [0 19 10

. 373523]

406987]
409872]
413874]
422175]
426281]
426638]
429300]
431868]
441252]
444155]
455450]
474339]
481567]
484169]
496483]
499431]
501024]
514993]
517548]
518736]
519643]
520671]
521870]
522769]
528483]
530343]
531551]
532786
538775]
540718]
544110]
545172]
546172]
549608]
553674]
557009]
560254]
562128]
566713]
570112]
576927]
577718]
582524]
588110]
597482]
598223]
599527]
603830]
611997]
663695]
665175]
666447]
668853]
669415]
670334]
671030]
671669]
672276]
673355]
675008]

. 676460]
. 676555]

. 306380]
10.
10.

371687]
435708]

. 363437]
138.

377501]

pci
pci
pci
peci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci

pci |
_bus 0000:01: busn res: [bus 01-ff] end is updated to 02
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:

pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
pci
peci
pci
pci
pci
peci
pci
pci
pci
pci
pci
pci
pci

emc :

scsi 0:0:0:0: Direct—Access QEMU

0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:

01:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

00.
02.
02.
02.
02.
02.
03.
03.
03.
03.
04.
04.
04.
05.
05.
05.

bus 0000:02:

00:
00:
00:
01:
01:
01:
01:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
01:
01:
01:
01:
00:
00:
00:
00:

01.
01.
01.
00.
00.
00.
00.
02.
02.
03.
04.
05.
01.
02.
03.
04.
02.
03.
05.
00.
00.
00.
00.
01.
01.
01.
01.

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

OO O OO OO OO OO O OO OO

b

: reg 0x10: [mem 0x0f100000-0x0f1000ff 64bit]

[1af4:1000] type 00 class 0x020000

: reg 0x10: [io 0x0040-0x007f]

: reg 0x14: [mem 0x0f002000-0x0f002fff]

: reg 0x20: [mem 0x800000c000-0x800000ffff 64bit pref]
: reg 0x30: [mem Oxfffc0000-Oxffffffff pref]

[1af4:1004] type 00 class 0x010000

: reg 0x10: [io 0x0000-0x003f]
: reg 0x14: [mem 0x0f001000-0x0f001fff]
: reg 0x20: [mem 0x8000008000-0x800000bfff 64bit pref]

[1af4:1050] type 00 class 0x038000

: reg 0x14: [mem 0x0f000000-0x0f000fff]
: reg 0x20: [mem 0x8000004000-0x8000007fff 64bit pref]

[1af4:1002] type 00 class 0x00ff00

: reg 0x10: [io 0x0080-0x009f]
: reg 0x20: [mem 0x8000000000-0x8000003fff 64bit pref]

usn res: [bus 02-ff] end is updated to 02

: BAR 14: assigned [mem 0x0f000000-0x0f1fffff]
: BAR 15: assigned [mem 0x8000000000-0x80000fffff 64bit pref]
: BAR 13: assigned [io 0x1000-0x1fff]

: BAR 14: assigned [mem 0x0f000000-0x0fOfffff]
: BAR 15: assigned [mem 0x8000000000-0x80000fffff 64bit pref]
: BAR 13: assigned [io 0x1000-0x1fff]

: BAR 0: assigned [mem 0x0f100000-0x0f1000ff 64bit]

: BAR 6: assigned [mem 0x0f000000-0x0f03ffff pref]

: BAR 4: assigned [mem 0x8000000000-0x8000003fff 64bit pref]
: BAR 4: assigned [mem 0x8000004000-0x8000007fff 64bit pref]
: BAR 4: assigned [mem 0x8000008000-0x800000bfff 64bit pref]
: BAR 4: assigned [mem 0x800000c000-0x800000ffff 64bit pref]
: BAR 0: assigned [mem 0x0f040000-0x0f040fff]

: BAR 1: assigned [mem 0x0f041000-0x0f041fff]

: BAR 1: assigned [mem 0x0f042000-0x0f042fff]

: BAR 1: assigned [mem 0x0f043000-0x0f043fff]

: BAR 0: assigned [io 0x1000-0x103f]

: BAR 0: assigned [io 0x1040-0x107f]

: BAR 0: assigned [io 0x1080-0x109f]
: PCI bridge to [bus 02]

0:

bridge window [io 0x1000-0x1fff]
bridge window [mem 0x0f000000-0x0f0fffff]

: bridge window [mem 0x8000000000-0x80000fffff 64bit pref]
: PCI bridge to [bus 01-02]

bridge window [io 0x1000-0x1fff]
bridge window [mem 0x0f000000-0x0f1fffff]

bridge window [mem 0x8000000000-0x80000fffff 64bit pref]
hisifb: Hisilicon Driver version: v1.0.0

hisifb: no options.

virtio—pci 0000:02:02.0: enabling device (0005 —> 0007)
virtio—pci 0000:02:03.0: enabling device (0005 —> 0007)
virtio—pci 0000:02:05.0: enabling device (0001 —> 0003)
Serial: 8250/16550 driver, 4 ports, IRQ sharing enabled
no indirect ISA port I/0 for Hisilicon LPC uart
cacheinfo: Unable to detect cache hierarchy for CPU 0
loop: module loaded

Loading iSCSI transport class v2.0-870

rdac: device handler registered

hp sw: device handler registered

device handler registered

alua: device handler registered

iscsi: registered transport (tcp)

scsi host0: Virtio SCSI HBA

hisi sas: driver version vl.2

8021q: adding VLAN 0 to HW filter on device ethO
Netfilter messages via NETLINK v0. 30.

ip set: protocol 6
sysrq: SysRq :
kbox catch oom event.

Manual OOM execution

QEMU HARDDISK 2.5+ PQ: 0 ANSI: 5

SCAYRRAS 01 (2019-08-12)

FRBUIT A © HONEARF IR AT

14



EulerOS V2.0SP3 45/ (for ARM64) 1 kbox

[ 138.406800] Mem—Info:

[ 138.406807] active anon:14316 inactive anon:2337 isolated anon:0

active file:9427 inactive file:19841 isolated file:0

unevictable:0 dirty:4 writeback:0 unstable:0

slab reclaimable:4521 slab unreclaimable:4169

mapped: 8838 shmem:2388 pagetables:313 bounce:0

free:3294351 free pcp:993 free cma:0

[ 138.406811] Node O DMA free:3005784kB min:10268kB low:12832kB high:15400kB active anon:
11244kB inactive anon:1432kB active file:9200kB inactive file:20436kB unevictable:0kB
isolated (anon) :0kB isolated(file) :0kB present:3145728kB managed:3063848kB mlocked:0kB dirty:
8kB writeback:0kB mapped:7992kB shmem:1512kB slab reclaimable:2408kB slab unreclaimable:
2600kB kernel stack:320kB pagetables:284kB unstable:0kB bounce:0kB free pcp:2220kB local pcp:
684kB free cma:0kB writeback tmp:0kB pages scanned:0 all unreclaimable? no

[ 138.406819] lowmem reservel[]: 0 10130 10130

[ 138.406824] Node 0 Normal free:10171620kB min:34784kB low:43480kB high:52176kB
active anon:46020kB inactive anon:7916kB active file:28508kB inactive file:58928kB
unevictable:0kB isolated(anon) :0kB isolated(file) :0kB present:10903552kB managed:10391500kB
mlocked:0kB dirty:8kB writeback:0kB mapped:27360kB shmem:8040kB slab reclaimable:15676kB
slab unreclaimable:14076kB kernel stack:1776kB pagetables:968kB unstable:0kB bounce:O0kB
free pcp:1752kB local pcp:212kB free cma:0kB writeback tmp:0kB pages scanned:0
all unreclaimable? no

[ 138.406830] lowmem reservel[]: 0 0 0

[ 138.406833] Node O DMA: 152%4kB (UEM) 113%8kB (M) 83%16kB (UEM) 36+%32kB (UEM) 21%64kB
(UEM) 5%128kB (UEM) 2%256kB (UM) 0%512kB 5%1024kB (UE) 2%2048kB (UR) 730%4096kB (MR) =
3005784kB

[ 138.406851] Node 0 Normal: 41%4kB (UEM) 34%8kB (UEM) 41*16kB (UE) 39%32kB (UEM) 29%64kB
(UEM) 37%128kB (UEM) 22%256kB (UEM) 10%512kB (UM) 10%1024kB (U) 2%2048kB (UM) 2475%4096kB
(MR) = 10171620kB

[ 138.406869] Node 0 hugepages total=0 hugepages free=0 hugepages surp=0
hugepages size=1048576kB

[ 138.406872] Node 0 hugepages total=0 hugepages free=0 hugepages surp=0
hugepages size=2048kB

[ 138.406873] 31654 total pagecache pages
138. 406875] 0 pages in swap cache
138. 406877] Swap cache stats: add 0, delete 0, find 0/0
138.406879] Free swap = 6881276kB
138.406880] Total swap = 6881276kB
138. 406882] 3512320 pages RAM
138. 406883] 0 pages HighMem/MovableOnly
138. 406885] 148483 pages reserved
138. 406886] 0 pages cma reserved
138. 406887] 0 pages hwpoisoned

3. EHIGHTHHE
*************** area type:8, record num:1, unit size:8 ———————
###num:0, record len:61
oom time:20160218155821-e0387
[ 2455.550908] Mem—Info:
[ 2455.553173] Node 0 DMA per—cpu:

[ 2455.556302] CPU 0: hi: 0, btch: 1 usd: 0
[ 2455.561064] CPU 1: hi: 0, btch: 1 usd: 0
[ 2455.565825] CPU  2: hi: 0, btch: 1 usd: 0
[ 2455.570586] CPU 3: hi: 0, btch: 1 usd: 0
[ 2455.575347] Node 0 DMA32 per—cpu:

[ 2455.578651] CPU  0: hi: 186, btch: 31 usd: 0
[ 2455.583412] CPU 1: hi: 186, btch: 31 usd: 0
[ 2455.588173] CPU  2: hi: 186, btch: 31 usd: 0
[ 2455.592934] CPU  3: hi: 186, btch: 31 usd: 0

oom time:20160218155821-e0387

1.2.4 IRE RS die/oops 52
AT F A H NI Foopsitf WAZ RB BT Brid sk i 7 715 B
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1 kbox

ThaestiA
72 it~ GV S5 AT B E R A B AT RE RO R R IR I R 2 3005 1) e FR g AR VT )
WA B4, il R oopsHhff. KboxBEW FoopsF A KA IR 1H] . &K Az oopsiEFE1E B~
SRR A ARSI K B R A, T ELE N UE AT .

=V

L3R 7 die/oopsfE B & =MD WA .

1. oopsHHEERE, REIWKEEAERFNI2EK. ZiICKX EEANEMHE:

PIAZ S8 R AE (B TR (UTC Y [ ) o
- AR pid. BEREA AR
- SRR L ARG R ORE B RZITEN501T)

- ITENRG PR ARG (R 24T B384 k(5 5D

AR

ERATAEREHSK, LR LMRKT, FET D LG,
2. WRIHEATEHHE, RZILRESEEN6AK. ZiLFX T EA RO

- WIZSE R A TR (UTCHY Ta])

- RWRAENRIEAKHEES, B NITENRIEIA S X P 1 R 64K H S5

it o

3. BHEeHHHE, RZIdRERFEREN2K. ZidxX EENFLRE

- WRZ SRR AE IR [RI(UTCHY [A]) 6
- HALPAZITE H & R
(R

o R G AT AALRAL R A 2R S AT B A, HRGEHETIFRENZ,

F:llg\é$g1§u
EHEE B, BT HRE:
1.  oopsiiHfE S

*************** area type:b5, record num:1, unit size:32 ———————————
###num:0, record len:7365

//die St AL R [a]

die time:20180108103026-bb29
//EERISH AR

die info:0ops:0046

/R EIFTAECPUS . HERE A4 FR

Process: bash (pid: 6111, threadinfo: ffff800336£60000, task: ffff8002ef5a3d40) on CPU: 0

// VA AR

Call Trace:

[<F£ff8000005e21d0>] sysrq handle crash+0x28/0x38
[<Ffff8000005e2e88>]  handle sysrq+0x130/0x190
[<Fff£8000005e3340>] write sysrq trigger+0x68/0x78
[<F££f£8000002d0d20>] proc reg write+0x70/0xal
[<FFf£80000026023c>]  vfs writet+Ox4c/0x120
[<Fff£800000260c34>] vfs write+0x9c/0x1a8
[<ffF£800000261888>] SyS_write+0x68/0xd8

PC: sysrq handle crash+0x28/0x38

LR:  handle sysrq+0x130/0x190

sp : ffff800336f63cf0

[/ ARG R

x29: ffff800336f63cf0 x28: ffff800336£60000

SCEAfRAS 01 (2019-08-12) AT © HENFARAT IR A7
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x27: ££££800000a03000 x26: 0000000000000040
x25: 000000000000011a x24: 0000000000000015
x23: 0000000000000000 x22: 0000000000000001
x21: 0000000000000063 x20: ffff80000100e000
x19: ££££8000010a1778 x18: 0000000000000000
x17: 0000f£ff7e3d75b0 x16: ffff800000261820
x15: 0000000000000020 x14: Offffffffffffffe
x13: 0000000000000010 x12: 00000000000001e6
x11: 0000000000000002 x10: 0000000000000001
x9 : ff££8000005e2e88 x8 : 0000000000000078
x7 : 0000000000000030 x6 : 0000000000000£24
x5 : 0000000000000000 x4 : 0000000000000000
x3 : 0000000000000000 x2 : cb88537fdc8bad2c
x1 : 0000000000000000 x0 : 0000000000000001

Stack:

stack grow form:
0001000000000000
fff£800336£63d40
ffff800336f63eal
ffff800336f63d60
ffff800336£63d80
8003366320
0000ffff7e32e000
ff££800337b65800
0000000000000002
8003366320
8003366360
ff££800337b65800
0000ffffe2528830
fEEFEEFEefrefere

0000£££f7e3d9e38
0000000000000000
0000000000000000

f11£800336£63cel
000000000000000£
££££8000005e3340
f11£800336£63eal
££££8000002d0d20
££££80000026023¢
££££800000260c34
0000££££7e32e000
0000000000000002
0000000000000015
££££800000260c04
f£££800000261888
0000££££7e32e000
f£££800000083£78
0000f£ff7e43a438

0000££ffe2528830
0000000000000000
0000000000000000

to fff£800336£64000

££££800336£63d00
0000000000000002
0000000000000002
£££1£8003352c03c0
££££800000£e7000
££££800337b65800
180033616320
0000££££7e32e000
0000££££7e32e000
££££800337b65800
££££800000£e7000
0000000000000002
0000000000000200
0000000020000000

0000££ff7e43a438
0000000000000001
0000000000000000

f£££8000005e2e88
FEEEEEPFFFfefffh
cb88537fdc8ba32c
££££800000213704
££££800337b65800
0000000000000002
££££800000260d28
££££800336£63eal
f£1££800336£63eal
cb88537fdc8ba32c
f£££800337b65800
££££8000001768a8
0000££££7e32e000
0000££££7e32e000

0000000020000000
0000000000000040
0000000000000000

Code:
910003fd b90d8820 d5033e9f d2800001 (39000020)
mod name mod start core size
ip6t_rpfilter Oxf 7368000 0x771
ipt_REJECT OxfFff7ffffec364000 0x6a7
ip6t REJECT Oxf 7360000 0x8ab
nf reject ipv6 OxffEf7f £ fc35b000 0x1472
xt_conntrack OxffEf7f 357000 0xd97
ip_set OxfFff7ffffc348000 0x8f11
//dieRAEJEMBEME (0: AHUT(THEAE; 1: JiHpanic; 2: reboot)
action after die is:0

KBOX_END

2. WEIHEFTEHE
message:
*************** area type:7, record num:1, unit size:64 ——————————
###num:0, record len:28148
die time:20180108103026-bb29
[ 0. 0] SLUB: HWalign=64, Order=0-3, MinObjects=0, CPUs=4, Nodes=1
0] Hierarchical RCU implementation
0] Additional per—CPU info printed with stalls.
0] RCU restricting CPUs from NR CPUS=128 to nr cpu ids=4
0] RCU: Adjusting geometry for rcu fanout leaf=16, nr cpu ids=4
0] NR IRQS:64 nr irqs:64 0
0] ITS: /intc/its
0] ITS: allocated 65536 Devices @379d00000 (psz 64K, shr 1)
0] ITS: allocated 8192 Interrupt Collections @379cb0000 (psz 64K, shr 1)
0] GIC: using LPI property table @0x0000000379cc0000
0] ITS: Allocated 1792 chunks for LPIs
0] GICv3: CPUO: found redistributor 0 region 0:0x00000000080a0000
0] CPUO: using LPI pending table @0x0000000379cd0000
0] Architected cpl5 timer(s) running at 50.00MHz (virt).
0. 0] clocksource arch sys counter: mask: Oxffffffffffffff max cycles: 0xb8812736b
max idle ns: 440795202655 ns

sl L R e
SCLLLLLLLLLLLL
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1] sched clock: 56 bits at 50MHz, resolution 20ns, wraps every 4398046511100ns
1576] Console: colour dummy device 80x25
2413] console [tty0] enabled
3047] bootconsole [plll] disabled
3762] kmemleak: Kernel memory leak detector disabled
3777] Calibrating delay loop (skipped), value calculated using timer frequency..
BogoMIPS (1pj=200000)
3783] pid max: default: 32768 minimum: 301
3805] Security Framework initialized
19150] Dentry cache hash table entries: 2097152 (order: 12, 16777216 bytes)
140781] Inode—cache hash table entries: 1048576 (order: 11, 8388608 bytes)
181500] Mount-cache hash table entries: 32768 (order: 6, 262144 bytes)
181537] Mountpoint—cache hash table entries: 32768 (order: 6, 262144 bytes)
194962] Initializing cgroup subsys blkio
194968] Initializing cgroup subsys memory
194979] Initializing cgroup subsys devices
194984] Initializing cgroup subsys freezer
194988] Initializing cgroup subsys net cls
194992] Initializing cgroup subsys perf event
194996] Initializing cgroup subsys net prio
195001] Initializing cgroup subsys hugetlb
195012] ftrace: allocating 33040 entries in 130 pages
289970] hw perfevents: enabled with arm/armv8-pmuv3 PMU driver, 7 counters available
289987] Remapping and enabling EFI services.
289993]  EFI remap 0x0000000004000000 => 0000000040000000
290009]  EFI remap 0x0000000009010000 => 0000000044000000

o
<
=

/e e e e e e e
S e N e = R R N

158060] ip6 tables: (C) 2000-2006 Netfilter Core Team
331126] Ebtables v2.0 registered
629776] Netfilter messages via NETLINK vO0. 30.
.642403] ip set: protocol 6
.670130] IPv6: ADDRCONF (NETDEV UP): ethO: link is not ready
9.670353] 8021q: adding VLAN O to HW filter on device ethO
728.614997] sysrq: SysRq : Trigger a crash
728.616026] Unable to handle kernel NULL pointer dereference at virtual address 00000000
728.616029] pgd = ffff8002efb9b000
728.616031] [00000000] *pgd=0000000377fb7003, *pud=000000032fafe003, *pmd=0000000000000000
728.616037] Internal error: Oops: 96000046 [#1] SMP
728.616773] kbox catch die event.

3. EHIGHTHHE
console:
*************** area type:8, record num:1, unit size:8 ——————
###num: 0, record len:245
[ 728.616773] kbox catch die event.
die time:20180108103026-bb29
[ 728.617610] collected len = 28119, LOG BUF LEN LOCAL = 32768
[ 728.749258] [kbox drv] flush data done. addr: Oxffff800358800000, size: 0x1000000
die time:20180108103026-bb29

1.3 2nfaffE A Kbox

AT FEZE A K box A3 AR LKA A3 T S

©©© oo

L W W s W e W e B B s s W W W W B

1.3.1 ERRE
RPN ENZEE TN AR, SFESECE . EEKboxiRS:. BERHER

faray
SFo

ERRE
Kbox )48 H i FE W B 1-2 7R

SCRYFRA O (2019-08-12) TR © B AA TR 3



EulerOS V2.0SP3 {45/ (for ARM64) 1 kbox
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¥
A Kbox IR % I

¥
WEREGE
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® fiEulerOSA % F, KboxBiAMAZE—AL KN, R4LHHFKboxIRE4AFF R,

® A LIAFHE B reserve kbox mem=16M. & ABE KV F16M, NkboxIk% /2 h4
KM,

i Az
AP IRU B iR 127K

s =

1. LREE AN, &MNHKGEERREAM, RAATEIERELEER
2. REZG, LMERLEETIRY, BLENET 2 LM,

3. Hhmem#kik & A "on", F E42 Thmem paramA#, 4 E &kdumpfk %, kbox
BETRIER M, #HFRLEL-6

% 1-2 Kbox 1R

ws | R AR
1 IEEIEEN T{EEulerOS A& 4+, KboxBRIAFENAZ —L KA, REA
sl Kbox Ak %2 Hah H e «

2 CEW-8'Ts FCE i E B IR 8 AR LA A4 T
Ao Kbox /it B A 1% H/ete/kbox/config.

3 H JHKbox k% B E MR, B EEKbox ks, fERCE A
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WS | RE 15EA

4 WWRAHER AW E R AR, Kbox 2 MRYE M B A, FiE € 1
H S RS B B A A B

5 BEFFER HAroot B BRI P i id Kbox R 1 H & S an 2,
A BEAE ) S A5 S IR E HSR ISR, AT
HE-

1.3.2 B AL & X

b=

EEEW

BLELR

T

AT T IR BEKbox TH . FLE EZOE =J5i: M afEE. W HANEE
B

® {EEulerOS%&4tH, KboxIEHIEAT,
®  KboxFEEAKHR I ik N i 1E 7 TAF .

M e ie B30, B R Kbox a4 A3

Plrooth [}, 7Eshelliy 2175 .
FTIBCE . EAE 82N, IR md:

vi /etc/kbox/config

P B SN RN T

# This is kbox’ s configuration file.

# Depending on the circumstances of each product to complete the configuration

# % IMPORTANT *: configure parameters correctly according to the prompt message, the parameters
must contain quotes, no spaces inside and outside the quotation marks.

HEgaHHARHARE  Basic information of product HEHEHEHEHHHHAH
# Product name, eg: “Euler0S” “CloudEdge” ”“Pangea” "MSP” “N9000” ”“SVP” “CGP”.
product="Euler0S”

# Product version number: e.g. VIOORO01CO0B251.
version="Euler0S V200R005C00”

# the frame number: e.g., frame = 1 ~ 9 (generally used for cascade)
frame="1"

# Slot number of the board: e.g., slot = 0 ~ 12
slot="0"

# Location board: e.g., after the front board or card (0-1)
locate="0"

# Board hardware information: e.g., pangea—v2
hard version=""
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EulerOS V2.0SP3 45/ (for ARM64) 1 kbox

PER2

HegaHHARHAE  Abnormal event scenarios, if the option is empty or invalid characters, the default
is no HHHHHHAHHEGHHH

# Panic events: mainly explicitly call the kernel panic function or abnormal triggering cause
kernel oops.

panic _event="yes”

# Normal reboot events: the event mainly triggered by user space command reboot, shutdown, halt or
init.
reboot event="yes”

# Abnormal reboot event: the main exception is triggered by the kernel mode machine restart.
emerge event="yes”

# Die event: the event mainly triggered by kernel mode illegal pointer accesses, etc.
die event="yes”

# If call panic after die event process handled.
die call panic="no”

# Out of memory event.
oom_event="yes”

# If call panic after oom event process handled.
oom call panic="yes”

# R deadlock event
rlock event="no”

HEHEHEHEHARHARE  Storage device type and parameters HEHHEHEHHHHHHAH

# Note: start pddr must be a physical address, and 4K aligned with hexadecimal.
# mem size is a minimum of 8M bytes with hexadecimal.

# Separated by a space between the parameters.

# bios device. Used for pangea product.

bios="off”

# Pangea product’ kbox stored in nvram, you can not configure this.
bios param=""

# pcie device. Used for MSP, SVP guest etc..
pcie="oft”

# Parameter for pcie device.

pcie param="pci bus id=00 pci device id=00"

# high memory device. Used for Euler(OS, CloudEdge, N9000 etc..

hmem="0n"

# Parameter for high memory device.

#hmem param="start paddr=0x0 mem size=0x0"

hmem param="sym start paddr name=reserve kbox mem start sym mem size name=reserve kbox mem len”

# sigma device.
sigma="off”
sigma param=""

HEREHEHERHRRAR Fault reporting interface HEHHHHEHEHEHIR
die notify func=""

HHHAHHEBHHARHHER] Auto export kbox log HHBHHEHHHEHHHAHHY

# This option can only enable in nonvolatile storage scenes.

# If this option enable, kbox will export log to $export kbox log

# Absolute path are expected and Only support for numbers, letters, and underscore.
export log path=""

EEUW-BELE
AT RGPS, BB R EAE LS IS RFEA DL A B %
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EulerOS V2.0SP3 fiAT6" (for ARM64)

1 kbox

A=

1. BHAEF AR ERBHARITERE, RREARLHERELL S, 515 ATRA S

oo WRFHE AT R, HA

= Ak

FH

KH . BLE Ayesmo3 YES/NO. on/off3

ON/OFFWE.E R, K )EBEEH%—, ERROLSTRK, TNHKIIALE Ao,

2. REFMHLMEVEREIN, G WKboxF e, LAEEAiKLE, TURFSR
B Re4tE, KboxZ B E1E &E&%K.
3. BHREEL G, WEBKbox, & NEE A,
HASHOA I E 18 T R 1-3. R1-4MR1-5577R:
T 13 mER
JIFF | &% | WAA SHE b ATy
S | ®
1 product | HHETRALIR (H™ M4 MPEE | &
/O PE6]
B
2 version | {7 RG KA HIRA T . MPEE | &
e
Ho
3 frame YT S . KT0/) o
4 slot HHTEAARAEN T . Koy | &5
ﬁéﬁ o
5 locate | HLERALE . 051, o
6 hard v | BELERRCAS HPEE | &
ersion Y&
B
*1-4 FEEH
FIFS | BHHMR ER SBHE | REXH =5
1 panic_event panicF 1. yes/no = e, B
— S Bo & —Fh
2 reboot_event ZAEH R yes/no | & e
3 emerge_event e EL A A yes/no = .
4 die_event dieSfF. yes/no &
5 rlock _event RALA A yes/no =
6 oom_event oom=H1F, yes/no =
SCHRCAS 01 (2019-08-12) WA © B NEARAH R A 7 22
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1 kbox

JFS | BHEMR A SYRE | BREXHF EEWE
7 oom_call_panic | oom/&KA& G/ | yes/no & 4
Hpanic.
8 die_call panic | dieFfFfE27H | yesmo | 72
Fpanic

AR

R A foom_event ik E Hyest, oom call panicBL E 7 4 4645 % 3. oom call panicZihix E A
yes, %R RAE FEoomiT, Tikkboxid Apanic £ 4z, #F¥oom call paniciX & Hno, AL
Tkbox R A A oomF 4 H &, RATH A A & A & 8topl 024215 &6

* 15 FERERE
JIFS | S¥EMR | YA SHE =EWYE
1 bios bios nvram{7#fit . on/off &, B/ORE A —F
_ ‘ 171t 77 o
2 pcie PCIEAf#4ii . on/off
3 hmem Tl N AFAEAEEE | on/off
5 Uity P AFAT- A o
(D zem
1. k3fk4k 4L MELER.
2. EulerOSZAAZ % hmem="on",
3. B RS B e Bl hmem A4k,
* 1-6 FEELESH
JiF | SHEWR BiAR SHE =R
= AT
1 bios param | biosnvramIZKzZEL | WKz H 1 ERIA S &
2 pcie_param | pcie XS4 pci_bus_id=00 pci_device id=00 | /&
SCAYRRAS 01 (2019-08-12) WAHT A © HAFHARAFRA A 23



EulerOS V2.0SP3 fiAF67 (for ARM64)

1 kbox

RN
AR

start_paddr=0xxXxxxx
mem_Ssize=0XXXXXo
start_paddrfllmem_size 416
HEHIEEEY, start paddrvid
Y HhE, mem size N A

® sym start paddr name=reserv
e _kbox mem_start
Sym _mem_size name=reserve
_kbox_mem_len

® LATHIANF—FEEF X,
HIA P RZEB

® Lhmem#ki%t E s "on", F+H%
7 7 hmem param& (i, &
‘R E B KdumpfR4-..., kbox B
& EF 444, B Hhmem
KA 0 B4R &2 A Alkdump
AU 45tk kbox B &89,

FiF | BRER 7L SH1E =8

= DA TS

3 hmem_para | fRE NI ZEL | ZSHE PR EUE T =
m

3=

W REAARH RUEAHIRE, TRAL BN EHREGANE, AEENAREIESH KK
B, K6 B idkdump X B A AR A A A AR, R ABIRET L

export_kbox_img_to_txté 4~ B,

= 1-7 54 kbox BEBLBESH

F5) | BRER WiER SHE =HWE
=
1 export_log path ERAEB R RS B | BELXNE | &
S E—kEMHEREE | £
I DO T/ 7B T
RIZRZH R 4t i A5 . R
BLE N, BnAFH.
R

1.3.3 &3 Kbox R

AT TS AHKbox I AT F AN E L K

SCAYRRAS 01 (2019-08-12)
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EulerOS V2.0SP3 {45/ (for ARM64) 1 kbox

AR RN

ks T

® {EEulerOSZZH, KboxIEHIE1T,
®  Kbox & fith (<l (145 il Ao 1E 47 TAE o

FEIEH A B EulerOS R4t H,  LlrootBlfR E 3k R Gt. CMER, S pilc & A1
B

fEshellfr AT, FEAERERAE T, A4

fisystemct]l restart kbox

EMNE R BRI

1.34 &F

b=

AR

AGFEMAE R, Kbox/R 45 R1F 1L, R % FHAE 2 A Fsystemetl stop kboxér 4>, 4%k
Kbox/k %, ZED AR,

AEKboxigITIRA . A2
fisystemct]l status  kbox
® I E Ractive, NIFI/IRKbox#EHME L), I HOEEIEIT .

® IR EIRA Ractive, NIFRINKbox BLH AN A B AR MBI . 157 40KE & Kbox L
B XM ESH, iR LiREETNE. 25012 015 %Nk AL,

B nth f=
I b n:%\

RN BT EF RAFEAFE B R TR FER

® {EEulerOS&Z4H, KboxIEHIZAT,
®  Kbox L e 1 % fif /B B & LAE.
®  H AroothU[R IV 7 g 1EH £ & Kbox AH K A5 B

ARG AR, Kbox H E M /A7 2 /var/crash(BRINZ B, kdumpliC B A4 HpathZ 4 n] LA
HPfREME), FXRARGRENHEHRAZIL “ip-I A 57 A ExT, ZHF
T Bxxx-xxx.img B # kbox_log.txtif /& kbox H & .

(AR

L ATkbox B & A8 B A “127.0.0.1-8F18] &7 | 127.0.0.1 & 35 iZkbox B £ B AN, L
M E LRSS,

[root@localhost 127.0.0.1-2018.01.26-09:39:27]# ls

kbox log.txt kdump status.log wvmcore-dmesg.txt

kbox_log txtAMEMTIF I H &, AT LAE F gunzip iy 4 i xxx.img.gzJi , 40 a4t H
EEL BRI ARHT -

# export kbox img to txt
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EulerOS V2.0SP3 {45/ (for ARM64) 1 kbox

Ft7nexport_kbox img to txt: parse kbox data into /var/log/kbox/kbox_log.txt success.
kbox_log.txtHI N EHT H K Fkbox H &

PR Flvide &8 S B HE 0. b LOOMAE BB VR4S B i
%QIJ—[LT%/EH\::% é}ﬁoom’fﬁ J/Eho
area type: O-panic l-reboot 2-emerge 3—intermit 4-oom 5-oops/die 6-rlock 7-message 8-console

——————————————— area type:4, record num:1, unit size:64 ——————————

###num: 0, record len:34586

oom time:20170310212837-d6cf8
Current Pid: 46, comm: kworker/3:1 Tainted: G OE
Call Trace:
[<FEffffffa036eb4b>] ? kbox show cur stack+0x6b/0x80 [kbox]
[<FEffffffa036f4e3>] ? kbox dump oom+0x13/0x30 [kbox]
[<FEffffffa036e630>] ? kbox oom callback+0xe0/0x220 [kbox]
[KEFFFFFFF811ddb00>] 2 pollwaket+0x20/0x90
[<FEffffEr810aa700>] ? wake up state+0x20/0x20
[<FEFFEEEr810a1958>] 2 wake up common+0x58/0x90
[<EFFfEffEr81612b8c>] ? notifier call chain+0x4c/0x70
[<FEFfEEEr8109e81d>] ?  blocking notifier call chain+0x4d/0x70
[<FEFfffEr8109e856>] ? blocking notifier call chain+0x16/0x20
[<EEFEEEEE8115d29e>] ? out of memory+0x4e/0x4f0
[<EEFfffEr813976ac>] ? tty ldisc deref+0x3c/0xal
o
o
o
o
o
o
o
o

4.1.44-03. 35. vhulk1711. 1. 1. aarch64 #1

[KEEFEFFFF8139bb8d>] 2 moom callback+0x4d/0x50
[<EEFFEEEF8109015b>] ? process one work+0x17b/0x470
[KEEFFFFFF81090£2b>] 2 worker thread+0x11b/0x400
[<EEFFEEE£81090e10>] ? rescuer thread+0x400/0x400
[<EEFEFTEr81098301>] ? kthread+Oxcf/0xe0
[<FEFEEEEF81098240>] ? kthread create on node+0x140/0x140
[KEEFFFFFF816170d8>] 2 ret from fork+0x58/0x90
[<FEFFEEEF81098240>] ? kthread create on node+0x140/0x140

Stack:
ffff88013861bbal
ffff88013861bdc8
000000042cc68d17
0000000000000014
ffffffffa036eb4b
ffff88013861bc50
363130323861bc70
0000000000000000
0000000000000000
0000000100000000
0000000000000000
0000000000000000
fff£88013861bd60
0000000000000001
ffff88013861bd70
fff£88013ed93680
0000000000000282
0000000000000282
fEFFffff819¢57e0
00000000000000c0
fEFFfEF£8109015b
ffff8801385ea030
ffff88013861bec0
fff£880138582e00

Z Py

188013858200
0000000000000000
0000000000000000
f1££88013861bc40
000000002cc68d17
fEffffffa036f4e3
3832313230313330
£1££8800362£1700
000000002cc68d17
000000002cc68d17
f1££88013861bd20
0000000000000000
fEEEF8109e81d
f1££88013ed92ecO
8109856
£1££88013ed93680
£1££880036acd980
0000000000000000
f1££8801385e¢a000
f1££88013861bel8
000000003ed92ed8
1188013858200
fEEEEFF81090£2b
1188013858200

14 &F Kbox HHXEER

441 25 Kbox FH SIS & o

0000000000000000
£££1£88013861bc08
188013858200
ffffffffa036eabd
0000000000000000
££££88013861bce8
38666336642d3733
fEEEEf1£810aa700
f£££88013861bct8
00000000ffEEFFET
FEEFEFI181612b8c
f££1£88013861bdc8
0000000000000000
£££1£88013e£d8000
£££1£88013861be08
£££1£88013861bde0
£££1£88013861bdd0
f£££88013861bel8
££11£88013ed92ecO
FEEEEL18139bb8d
0000000000000000
££1£1£8801385e¢a000
f£££88013861bfd8
££1£1880138582e00

0000000000000000
fEffffffa0375091
f£££88013861bbt8
££££880100000004
f11£88013861bc64
fEffffffa036e630
fEEEEL£811ddb00
0000000000000000
fEEEE1810a1958
0000000000000000
fEEEEEF8197£d00
00000000f LT
0000000000000000
00000000000000d0
fEEEE18115d29e
0000000000000286
fEEEEFF1813976ac
000000002cc68d17
f£££88013ed96£00
f£££88013861be60
f11£88013ed92ed8
f£££88013ed92ecO
f£££88013861bfd8
fE1£880138417d38

SCAYRRAS 01 (2019-08-12)

FRBUIT A © HONEARF IR AT

26



EulerOS V2.0SP3 i i#5Fd (for ARM64) 1 kbox

AR RN

EEHE

® {EEulerOSZ&4tH, KboxIEHIELT,
®  KboxHE#AKH I fif N5 1EH TAF .

® HEKboxIZTIRA. A4

systemctl status kbox
kbox. service — Crash message collector Loaded: loaded (/usr/lib/systemd/system/kbox. service;
disabled) Active: active (exited) since Thu 2015-11-26 10:39:47 EST; 13s ago
Process: 26545 ExecStart=/usr/sbin/kbox start (code=exited, status=0/SUCCESS)
Main PID: 26545 (code=exited, status=0/SUCCESS)

Nov 26 10:39:46 localhost. localdomain kbox[26545]: kbox: kbox module has been loaded successfully!
Nov 26 10:39:46 localhost. localdomain kbox[26545]: driver: drivers have been loaded successfully!
Nov 26 10:39:47 localhost. localdomain systemd[1]: Started Crash message collector

® TR

® NE Y2

%m%ﬂﬁ,ﬁw%ML%AHﬁﬁ%E TRAFRT RSB H EAE . BB A
ARG OA MmN AR X a2 R

the effective info in /etc/kbox/config:

PANRS

************* product info ————————
product name: euler

version number: V200R002C10

frame number: 1

slot number: 0

locate info: 0

************* enabled events —————————————
panic event die event oom_event

oom call panic

************* enabled storages ————————————

the regions and storages list:

************* regions list ————————
console die message oom panic

************* storages list ————————

X 3 150 B AN R 1-8 T 7 o
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EulerOS V2.0SP3 J#iA{EF (for ARM64) 1 kbox
3 1-8 TFfiEX 151 AR
FHEXEE | e
o
console HRAAgrw R AE G, fTEREHemHERERE, mRERT

, Al gE, B BOEIRAAE R ZIn R KN A
32K byte.

die FHRATAE BT WAL S HERE K A2 oops(AEE VT IR A7 25 [H) . A =
FRETSE) HAE TIN5 B o X Im N A7 X R/ A 128K
byte.

message FRAF A 7 AR, Bl 164K byte N AZAT EIE B

oom FHRAF IR oom S AU IME 2., 1 IG B 776 X K /N A256K byte.

panic FRAF fpanicFH AT AR, IUIE) 7 H 15 5. ZIm AR X K
/N A32K byteo

rlock FHRAE TR A rlock (P AZ 38 T RS S A y B TR 21 1) 57 315 R

G A7 X K 7N 256K byte

o HEAMHNANERER
BIR G HT R G M Ak 5%
TV FOAT it 15 2 30 A VE M B K box BEER (A7 A i, BFENVRAM. PCIEW % P
17+ BMCW & WNAFEE. JRGRAETHIG, Kbox ki 77 X it H & A5 S H 2
XV, HETERIAAE S A A hmem(EHE N AF) . 1 2EF1 0T

SCAYRRAS 01 (2019-08-12)
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EulerOS V2.0SP3 i i#5Fd (for ARM64) 1 kbox

[root@localhost home]# kboxstatus
the effective info in /etc/kbox/config:

product

name: EulerQS
number: Euler0S_V200R005C00
number: 1
number: ©

info: ©

enabled events
panic_event reboot_event emerge_event
die event oom_event oom _call panic

enabled storages

the regions and storages list:
regions

console die emerge message oom panic

reboot

storages

1.5 il o) @ Ab 38
AT g8 FHKbox i WL 7] 85 DL J AL PR 77195
Kbox S Akl

1.

JE 1 fir & systemctl status kbox, A Kbox& A8, WHREAES), E1Tsystemctl
start kbox i 2 E 8RS, JEBNRM, TE K A kbox AL B A& 3 IEHf

JB 1 fir & systemctl status kdump, & EkdumpfR 5525 A IEH . IR EA EH A
5)), 1&1Tsystemctl start kdump#y 2 Ja Zhkdumpfi %S, @R E BN, 15K A kdump
e B 2 IR

[ D3em

kbox B &4 £ il id kdumptk 4 »

CRIRRAS 01 (2019-08-12) AT © N ARG RAF 29



EulerOS V2.0SP3 i i#5Fd (for ARM64) 1 kbox

Kbox A EEMMENREER

81T iy 4 systemetl status kbox, #fiIAKbox IR AW IER B4, WREEsRS, E1T
systemctl start kbox iy & J&i B Ik 55

Kbox AR BTIEM
BRI P ERE—HEE
1. FAE4AiElE RS2 T NEulerOS, {44 “cat /etc/os-release” HEATE 1) .

Kbox 2N 32 FFEulerOSHU A, &L & A I Linux$/E 240 FEizAE H
2. it Ay 4 systemetl status kbox fljournaletl -1, HfiiAKbox Ik 55 J5 3 R 7~ 15 B
. KboxFL B AHEMA . WHZXMESR R E DT, RIS SUER -
4. THH AT H IS R 2 5 Ekbox 5 B R I

RGAE A S Brgs Jykbox Il T HE B 70 Bl 16M A N A7 . X2 Tl I 7E grub e & SC1F
HlemdlineZ £+ 3 filreserve_kbox_mem=16MK 3L

WA 0 BR SR oy A -

a.  1Ee8200H, M iy bk B v bk 3 T B usable RS N A7 B, BRI e
Wi 2 16MBR/NB M I

b, FEFREHT P A B A N i B A K v e bk reserved 16MB N A7

R

(1) R ARG AT HWAENT16M,  Nikbox M T J& 52 K.

(2) fdi Fmemmap 7l B A7 75 229F =t f flireserve_kbox mem P 7B 58,
memmap L 7B P A7 I AN HIWT N A7 BOIRZS . XM o Be i 7 U ge i B4
reserved 1) PN A7 BL I reserved M 1 il i 5%

TEIFTR, ERH Freserve kbox mem il ¥ 7B FIT J5 1) bk B AN P9 A74R
AR,

[root@localhost home]# cat /proc/iomem | grep Kbox

398800000-3997fffff : reserved

XA kbox 13K rlock 1A=
TEEulerOS &4, kboxERIAAAL B i firlockSF, RGirlock)5 I FpanicE . W=
il AR AN E AL R G, E R XA 31 28 softlockup_panic=12%L, FFiX
E /etc/kbox/config X Hirlock_event="no", #AJ5H 5 KRG

X ] kbox 3R oom F0 panic

{EEulerOS R4, kboxBRIAMC B i TKoomF A, FFiHMHpanic. W™ i 7 EHC Eoom
JaHkSIEAT, K Hkboxdi Foom M Fpanic, % & /etc/kbox/config 34
oom_call panic="no".

1.6 Mis%
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EulerOS V2.0SP3 i i#5Fd (for ARM64) 1 kbox

1.6.1 s &%
(R

Just/sbin/kbox 44~ # kbox H 44 Bl 4w 4, Fl 5k Ja shkbox, # A F A&,

Bz Kbox BR 55

systemct]l start kbox

E 2B Kbox R%

systemctl restart kbox

&EFE Kbox RS

systemct]l status kbox

EE Kbox BYEERFR . GNEFH#EXBMREEIMNEMEE

kboxstatus
(ARFT
4o R kboxR %K & 5, W& B % AT 06 i A6k X (region) VA B E M 89 A fik 1% &
SFHAEER
os_kbox_configfir 4 H >k T H4E 5 M AA Ak LT H 2
(ARFT

R RGP ZA IS R AHILE, NHATHE ST K,
os_kbox_config -o dev=[fFf 15 % %], type=[FH HEZRM], index=[FJL%]|-h|-v

AR SHTES LR,

= 19 ¥
SHER ik

dev=[{7ii ) £ 2 FK] MHTRFFIEM AR & AR (biosnvram. hmem,
peie) , PRIFFHE R

type=[FHHERE] | FHHERE, Sregion#HAHF, HTHoom/console/
message/die/panic/rlock.

index=[% J1.2%] BEFIER, BUE1,32]. BN ARIER—%1d5, &
ZidR32EER.

-h BEHY.

v B EKboxiAME ..
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A &St

T F IR 95 28 1 B AR 2 R AP R G, R tbkbox R REAC B N 7 3538 4 A7 H 474 H
Ho MR Yicrashhf, kdumps (RAFIX B8 N AN NAF SR G S, d@id
export_kbox_img_to_txtRMEHTIX NGRS, th SCAE i H E 30

export_kbox_img to_txt -i kbox 3(1F

(R
® kbox L #H2KiAAE M gzip/E4E, FEATHTHRME, £ F @4 gunzip Xxx-xxx.img.gz.
® &4 FRiE BTl AR 4% Ekbox B & AT,

SCEAfRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7
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EulerOS V2.0SP3 {45/ (for ARM64) 2 kdump

kdump

Kdump/e — M NGNS, 72 RS BINUEEBEANWAAE R, AT REF4R
SERLIIT

2.1 FRPEHR

2.2 LI IR

2.3 i EkdumpZ(

2.4 E¥kdumpliR 55

2.5 ffi FH crash T B fi## tfrvmcore S

2.6 W WL /o U5 i

2.1 FriE sk

AR B R SUE BEAR B sl A B K S B E N (RINER ST AZ) BTt
I, Kdumpz Ul Blcrash A%, 1% AIZ T AR BRAE AR B N B A A5 R

1 R BIANBLE , KdumpZ& & AR ST R RARG A P %4869, 4o XA P 480k X B
B, THRAREIRSAFHIE, FEBRERN. F K Akdump i, H5 %24 F3E
kdump/k %-.

2.2 Z)5R BRI

® YR FFEulerOSEEAE K50,
(L] eg
XEN-F 4 1~ % Hkdump. B #Tkdump P £ 43 A K uvp kvm & A fL-F & £ X #,

®  kdumpid PR BIHEAL S . WA AR AN (R S5 R R R, kdumpid #2
72 AE ) vmeore T] BEAFE A SE B I o

®  kdumplf [E] 5 AR SRAH G, AAEIOR,  dumplif (BB, 74 B vmeore oK
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A7 EEE I M AR-Fvmeore (UTNFSELE ML)

kdumplic & XAHE UG, AUE i kdumpi %S . U1 RS (A R AR B (B Al bE
B Rl R ] S ARSI BB E XA B, B S AR
3108 raid KAELE )&, #E4F A 73108 raid K HEulerOS arm64 R 4t A S
kdumpiE

B LIS, DAZIAE KA LT B S R e

{features>
<acpi/>
{/features>

5 ) AL kdump D BEANTT H o

2.3 BiE kdump &

RE Kdump 582
[ARFT

ZAkHE, Kdumplh - 2KkAE T ITEKRES,

BERAE—IRNAZ AR, Kdumpff £ 7E/var/crash H 3% (BRN) F A — N LL127.0.0.1-B (8]
A B S . /var/erash H s N BRI R BEAEBO AN SCHEIE, BIE— R A% A 5t [ K dump

e HEUORAEAZerashitf, WIZSEMIER 2 BT R IO H 3%, FBORAEA K crashfIf5
B

oy o

BRAANTEOL R, kdumpfRA7 144304

®  XXX-XXX.img.gz
A ykbox A7-fifk H G e Ba ST, A IS e A T AN R i - A dfT
export kbox img to txt —i xxx—xxx.img //fHr
FEHIT J R SCA BRANAEUAE /var/log/kbox/kbox_log.txt, L& 1% LRI AT
® kbox log.txt
kbox TCHUE WENT J5 0 SCA S, RIkbox iR T H 7.
® kdump_ status.log
kdump#fifi it 2 H &
® vmcore-dmesg.txt
TS A W AZ B I ) dmesg {5 2.
Bt E Kdump £
AR
® KdumpBe & L4 F P A& A BINBCEBP ™, M &S TR FEFTT.
® Z 4ijs 76 d9cmdline 53 F o4 M 6,4 4R ¥ M A% A S crashkernel=1024M (47 Z ALK
¥5) 3 Hcrashkernel=256M (E ML) , REFEME (A P T 44 “cat/proc/
cmdline” #iTEF). 1024M (2256M) £ G “Akdump R AZAE A 69 A A K)o
® kdumpBt B L4526, LM T BkdumplR %o o R RGBT K AT (BT b

Gt a9 etE) , RSN INE| B E AR, SRS EK. Fa
& : MR /boot/initramfs-4.1 x-xxx-xxxx.aarch64kdump.img L &, ¥ &kdump/k %
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EulerOS V2.0SP3 fiAF6" (for ARM64)

2 kdump

Kdump %S HAE “/etc/kdump.conf ” SCAFHELE, KENHIADEEWSHECE, WL

2-1,

# 2-1 Kdump S5t AA

%

aX

HE

default

kdump 2RI FRIER N FRAE

® shell: kdumpKIM5 JH 30
bash.

® recboot | halt | poweroff: =
Ja B KL

AT ERIN 15 B Nreboot.

path

PRAFkdump H & 148X} #8542

ERINARAFELE var/crash i85

™, WREE HAmEgE, B

BNIAFAE

AR
A8 L BRIN B S SR ARk 289
H%, "&5440E8 %R
A, % W A& EMEIEKdump B &
8 X1,

dracut_args

dracat}] . kdump initrd ] %1

BRI\ Ndracut_args --omit-
drivers "mlx4 core mlx4 en"
--omit "ramdisk network ifcfg
gemu-net" --install "chmod
findmnt du dump_mem_imag
export_kbox img to txtawk
euleros_set reboot_timer.sh" --
nofscks, et reboot timer.sh"
--nofscks, ZZHEK, U
L. AT T fifdracat
iRt E . wRMHE
EulerOSR G I T HHHK
90 2 B Bl s R T A R
IR LR RS, DR BTG
(¥19R% 50 I A\ B--omit-driver¥]
EL P

core_collector

R kdump H E TR

Rl makedumpfile, HH-d
Tife i N AL N, H
Vbt oA T

kdump_obj

W B kdumpfRfEkbox H B8 #

vmcore

® vmcore: RfFvmcorefll
FHRCE WA B

® kbox: {FfFkbox.

® all: {#fFvmcore. AL
B NAFEfkbox, 2RIk

kbox mem

kbox H 57 P A7 P KA TR IX 3

kbox H3IH, FHFEMH.
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EulerOS V2.0SP3 fiAfE R (for ARM64) 2 kdump
SH aX e
keep_old_dumps | Jfj Skdump H HfRAF %L ® Of-1: R{RfFEHFTHE,
BN E-1.

® 1[2]3]..: XEFFEE>0
M HEE.

o LfhiCE AR

watchdog_time

W B kdumpid F£ B 2 & A7 5 8]
FH

BRI A3600F8, fn
kdump_objlit B X BN
vmeoreZFall, ZIKE N
300F5 .

PATHIBIA

kdump_post kdumpift#EH 2 H EFM NG | BOAREIEAZE B K.
AT I REIA
kdump_pre kdumpi e 2 H B FAETTAART | BUARC BB AEB L.

vmcore size limi
t

dump H 3558 PRI R A /)N PR il
(MB)

BRINZ0, RKRAIRM.
TiRA
® ¥/ 2MB.,
® RXEMRKAETAAT
kdump#y B & 46k B RATA
SR EE KD
BN 1tk 2508 3 B 91024,
M7~ H B Al H I
EHEMRKTIG, 4
kdump 2> fIERvmcore A4,
T B i H S BT 7E 19 93 X 1A
FEEEL SRR S AR SR
FEH

extra_dump mem

kdump {77 H 7 TEE N A7

ERNARAE . F AT E +
AV Sy LB N A
WK, ZBAFZE,
o5 Wt. n:
0x10000-0x1000;0x40000-0x2
000,

iR

Ak o bk For R B IR TR 5o

mem_compress_t
ype

PP TR A7 DR AR IS P 1) T 4
%

BN Jvgzip, 4T H SR
gzip.

2.4 B kdump BRS
U a4 FIT 1D

12 1B B A K dump i 55 :

® {FEKdumpfkss

H#systemctl stop

kdump
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EulerOS V2.0SP3 fiAT6" (for ARM64)

2 kdump
Ja BhKdumpfk 5%
#systemctl start kdump
5 Kdump IR 55
#systemct]l restart kdump
I Kdump Ik 55
#systemct]l status kdump

2.5 £ crash T E#4T vmcore X

F P Al {4 EulerOS#2 it crash T B, X Kdumpff-AZ B vmeore LA 3EAT 204, 2k & oz
W, T EE R R

1.

FECMCR ALY “Software\aarch64\EulerOS-V2.0SP3-aarch64-dvd.iso” S5+, 3K
H crash - H.crash-7.* aarch64.rpm Al A 1% 1K 3 fkernel-
debuginfo-4.1.*.aarch64.rpm.

TEEulerOSHEE N, 3R P rpm SCAFff R 2E & H 3, #&HcrashMlvmlinux 34

{# FH crashiy

=4 ﬂ:ﬁnﬁﬂﬁ

./crash . /vmlinux /var/crash/127.%*/vmcore

HENRGM G R, W%, CPU. WAF. PANICIE B4 (WZIMAE B IR A
AARFE, BES)

KERNEL:
DUMPFILE:
CPUS:
DATE:
UPTIME:
LOAD AVERAGE:
TASKS:
NODENAME :
RELEASE:
VERSION:
MACHINE:
MEMORY :
PANIC:
PID:
COMMAND :
TASK:
CPU:
STATE:

crash>

EulerOS#R At i) crash T EL#2{it %ﬁn >

. /vmlinux
/var/crash/127.0. 0. 1-2018. 01. 08-06: 26: 36/vmcore
4

Mon Jan 8 06:26:12 2018

00:37:53

0.28, 0.17, 0.07

128

localhost. localdomain

4. 1. 44-03. 35. vhulk1711. 1. 1. aarch64

#1 SMP Fri Jan 5 08:25:32 UTC 2018

aarch64 (unknown Mhz)

13.4 GB

”sysrq: SysRq :
6127

“bash”
ff££8000ba814980
3

TASK_RUNNING (SYSRQ)

[PARTIAL DUMP]

Trigger a crash”

[THREAD_INFO: ffff800337dc4000]

WA EERER. HE. IESEER,

A “help” & F crash3C FFI a4

crash> help

* files mach repeat timer ascii

fuser mount search vm bt gdb

net set vtop btop help p

sig waitq dev ipcs ps struct

whatisdis irq pte swap wr eval

kmem ptob sym q exit list

ptov Sys

extend log rd task

[BAPT:
de BRI p X B &4 E 2 % Flnvram, Nloga 4R Fl. Nvram ) 4 B B 41 Ak 4 2
vmcore ¥ o

B AW EAR YT EIL “man xxx” B “help xxx” ST EE . Fl:

crash> man bt

NAME

bt — backtrace

SCAYRRAS 01 (2019-08-12)
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EulerOS V2.0SP3 {45/ (for ARM64) 2 kdump

SYNOPSIS
bt [-a|-g|-r|-t|-T|-1|-e|-E|-f|-F|-0|-0] [-R ref] [-I ip] [-S sp] [pid | task]
DESCRIPTION

Display a kernel stack backtrace. If no arguments are given, the stack
trace of the current context will be displayed.
-a displays the stack traces of the active task on each CPU.
(only applicable to crash dumps)
-g displays the stack traces of all threads in the thread group of
the target task; the thread group leader will be displayed first.
-r display raw stack data, consisting of a memory dump of the two
pages of memory containing the task union structure

2.6 E RIS 5E

ER R o) 3
1. SRS stack # BR -

#include <linux/kernel.h>
#include <linux/module.h>

static int  init a init(void)
{
char msg[10] = {0};

printk (“"a init\n”);

strcpy (msg, “this modules is testing module
aaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaadaasaaaaaaaaaaaaaadaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaasaaaaaaaaaaaaaadaaaaaaadaaaaaaadaaaaaaaaaaaaaaaaaaa
p
aaaa”) ;

return O;

}

static void exit a exit(void)
{

printk ("a exit\n”);
}

module init(a init)
module exit(a exit)
MODULE_LICENSE (“GPL”) ;

2. p#drid Caarch64Z809 T 70 Hrrik M IF], AAISIE A 25
i “bt” dy& s R REHERG, RIS
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EulerOS V2.0SP3 i i{#5Fd (for ARM64) 2 kdump

s
F
s
F
L=
¥
'y
=
s
=
s
-
s
F

FRHERSP: ffff8801fddabf20,

S
| =
1 »
B
&
=
=
2t
St
o
i
=
3
=
o3
&
=
EE
RNy
fb"
E
=F
mé

SCEfHAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7 39



EulerOS V2.0SP3 X156 (for

ARM64)

2 kdump

1 G SRR AR TR R

#include
#include
#include

#include
#include
#include
#include
#include
#include

static i

{

}

<linux/kernel. h>
<linux/module. h>
<linux/kprobes. h>

<linux/kallsyms. h>
<linux/syscalls. h>
{linux/slab. h>
<linux/kdebug. h>
<asm/apic. h>
<asm/pgalloc. h>

nt init jprobe init (void)

unsigned long address;
pgd t *pgd;
pud t *pud;
pmd t *pmd;

printk (KERN INFO “zk-—— in \n”);

address = (unsigned long)kmalloc (512 , GFP_KERNEL) ;
pgd = pgd offset(current—>active mm, address);
pud = pud offset(pgd, address);

pmd = pmd offset (pud, address);

memset (pmd, 0, 16);
printk (“test: %x \n”, *(int*)address);

return 0;

static void exit jprobe exit (void)

{
}

module i

printk (KERN INFO “zk-—— out \n”);

nit (jprobe_init)

module exit (jprobe exit)
MODULE LICENSE (“GPL”) ;

2. oW
WM&

2
AR, U BLE — A R .
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EulerOS V2.0SP3 ii#5Fd (for ARM64) 2 kdump

[«
o I e I

-]

-
3

1

&

Fe

£ 3

T

" -
#4 0
£c ~
Fo

3

E-

3

¥

3

-

ik, w2 Jﬂ‘ﬁﬂj TURMEER S, o] LB AEvE UG i A2 T N 2%, HEH AT RE
FREE; Bl it crashi 8] 55 A BT H 350 B AT SE R

BRERS T EEIE
IhHT T

Wi “sym -1 ATV BN S, SR BIERE SR AL, AR5 S
HhEIERAT IR LR SR . LR R AT AR, SRR R, G R
Bl A AR ER
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EulerOS V2.0SP3 i i{#5Fd (for ARM64) 2 kdump

B4 DMA FELTG I NESSE] 073

St $t e

1.

I U %
HERE A AR I, ME—AHE SR code X 32 —FE 1T, 1 HLAUE &6
i, &R “feObadca” o

[ 3051.054204] Call Trace:

[ 3051.057035] [<EffFEEFF8115faa9>] path openat+0xd9/0x420

[ 3051.063054] [<EEEFEEFF8115£F2¢>] do filp opentOx4c/0xcO

[ 3051.069103] [<KFfffffff81150b71>] do sys opent0x171/0x1f0

[ 3051.075223] [<KEEEFFEFF8144fc53>] ia32 do call+0x13/0x13

[ 3051.081261] Code: fe Ob ad ca fe Ob ad ca fe Ob ad ca fe Ob ad ca fe Ob ad ca fe Ob ad ca
fe Ob ad ca fe Ob ad ca fe Ob ad ca fe Ob ad ca fe Ob ad <ca> fe Ob ad ca fe Ob ad ca fe Ob
ad ca fe Ob ad ca fe Ob ad ca

LIWIRES

BT WAZHcodeX & R B, 2otk tihl Tk 2800 BRI AT DIAS i x>
BB L ARE FH 2 Y Ei i, BEFDMAR IXANFTRE. (H2 H bR HbEf Py 25 5 5
P& FIDMABCE ELARIR R, FR 7 EFDMAZ 4, BIOSH BRIV A FH
BEZI, T B HTBIOSUHY .

AR IIKE AL EE 1%, DMAILFEER BIBIOS, i BIOSIE 1T I FEER 2 W% N
7o

T ITE

SRR, OCHE U U BN CPURI HER 244 . i “bt-a” #r4n] LAFTEP

ég%ﬁﬁﬁﬁCPUi@ﬁE@i@ﬁ, W T R S5k, AT LA RS SRR R
P o

i WA A

- spinlock PR X HHHAT T RS T PERIMAE, Wisleep scheduleifife -

- spinlock PR X H AT 3 #E B I 1A K o

- AB-BAXHI.

- AASEE, EHE L.

- gﬁﬁ’t‘ﬁi, FEHELL ST Rk vt v, IR RIS A T R H IR Y, 1X 2318 AT

1
- _EBIREEIA R, BiERET BT RSB
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>

73

EulerOS V2.0SP3 fiAf8 R (for ARM64) 3 Ih9E

ofF
T

fi 5P

B

3.1 BRI E
32 HZ R
33 MEHE

34 EFEHE

3.1 miFALE

3.1.1 &4y
FriE R

IR AN 37 B OS R Gt T I B W e, TR AR B S B B, JfiE
A R E RSB S IREHELE RS e R4, T
systemctl start|stop|restart/reload sysmonitorfi &)« F<H]. HJH . HIERS .

AREW
® S HEAR SR RIT
o EMENIRAENE, T AL R

MERY
WS HESLE — N ERCE S (Jete/sysconfig/sysmonitor) , F A& & W 00 1 a2 F
W, RAERERE RS T LRSS,

(Msteg
Be B I =Fe" 2 ] R A AT 5 Ao

# OCBEERE I PTG
PROCESS_MONITOR="on"

# OCHEE R s A (B2
PROCESS_MONITOR_PERTOD="3"

# KRB ARG R R A (9
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EulerOS V2.0SP3 fiAF6" (for ARM64)

i

fi 5P

PROCESS_RECALL_PERTOD="1"

# OCBERERR IR 55 53 I R R R IS N (A (DD
PROCESS_RESTART TIMEOUT="90"

# OCHEHERE I B IT G
PROCESS_ALARM="o0ff”

# 3CM R GER IR TT O%
FILESYSTEM MONITOR="on"

# 30 R GRS ETT X
FILESYSTEM ALARM="oft”

# BRI
STGNAL_MONITOR="0on"

# AT HEITR
SIGNAL_ALARM="off”

# WA PR T 5%
DISK MONITOR="on"

# B ) TR
DISK ALARM="off”

# WAL A ()
DISK_MONITOR_PERIOD="60"

# Wit inode =TT %
INODE_MONITOR="on"

# Widkinode’s B4
INODE ALARM="off”

# HiftinodelEIEFAMA ()
INODE MONITOR PERIOD="60"

# PRI
NETCARD_MONITOR="on"

# RS ETT R
NETCARD_ALARM="off”

# SO TT R
FILE MONITOR="on"

# U ETT R
FILE_ALARM="off”

# CPUMIZETT =
CPU MONITOR="on"

# CPULETT R
CPU_ALARM="off"

# AT IR TT R
MEM_MONITOR="o0n"

# A EEIT R
MEM_ALARM="o0f "

# R (S BEiITk
PSCNT_MONITOR="on"

8RR (S BUSEITR
PSCNT_ALARM="off”

# RGrdBFIEIT R
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EulerOS V2.0SP3 iiif5 7 (for ARM64) 3 A i

FDCNT_MONTTOR="on"

# R HEEIT R
FDCNT_ALARM="off”

# DAEMONZR ! | 5 Y M TT 9%
CUSTOM_DAEMON MONITOR="on”

# periodicZ$B g 5w M TF X
CUSTOM_PERIODIC MONITOR="on”

# A IAL IO I FETT 5%
10_DELAY_MONITOR="off”

# A H A TORE ) 4 I 56
10 DELAY ALARM="off”

# AR AR T T G
PROCESS_FD_NUM_MONITOR="on"

# AR AR A T G
PROCESS_FD_NUM_ALARM="off”

# EHhiisysalarmKE (K0
# restart sysalarm times (range: 1-1000, unit: times, default: 3)

RESTART_ALARM_TIMES="3"

# EHhiEsysalarmfAH ()

# restart sysalarm period (range: 1-60, unit: sec, default: 3)
RESTART ALARM PERIOD="3"
T T B 2R 3-1
F+3-1 B EiRAA
Bo & i Bic & 151 %t BA = RWE BINME
PROCESS MONIT | #&@&fmfE e | & =
OR B, on NIt

E’ Offﬁ%l}ﬂ
PROCESS MONIT | %@ Rtttz | & 3s
OR_PERIOD FIEE, $ALLRD
PROCESS_RECAL | KEFREWE LM | & Imin
L _PERIOD Je FR R L S A

W, A, BUE

TEHIN1214402

EIIREES
PROCESS_RESTA | KE#HERS =E | & 90s
RT TIMEOUT P52 3k R PR Y

B, FALED, HUH

U N30423002

[F) P %

iRA

194 FNDNSH % #9ip

FSTE V30 E:

rsyslog# A2 0% & B

K, FiA%k

%8 E A A
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M

B RHEEZ, on

NHE, offt oK H

EulerOS V2.0SP3 i i{f5 R (for ARM64) 3 g A AR
B E N B EThi% AR U4 RIAME
PROCESS_ALAR | WG ExRE | & Pl
M R HE, on

NG, off A< ]
FILESYSTEM MO | ®EZEHHext3/ | & i
NITOR extd AT R4
%, onAJF)E, off
K
FILESYSTEM_ AL | W& /Hext3/ | & K
ARM extd L R G157
L8 on N R,
off 5K 4]
SIGNAL_MONITO | &E—RGHEES | & VAR
R W%, onNHAE,
of 5% A
SIGNAL_ALARM | WERGHHES | & e
R EE, on
NIFRE, off A H]
DISK_MONITOR | W& B R | & V=
AR, on i F
)__Elly Offj"j;%l‘zﬂ
DISK_ALARM WERGIEHE | & ENi
A HE, on NI
Ey Offj"j;%l‘zﬂ
DISK_MONITOR | 52 R4 W 42 & 75 60s
PERIOD W, AR
INODE_MONITOR | WS R | & i
inode!i %, on AT
i, off AR
INODE ALARM WERGIT RS | & K
inode?7 %, on A
J&, off Al
INODE MONITOR | % & #ifitinodelids | & 60s
_PERIOD JA I, FALRD
NETCARD MONI | &ERGHEME | & A
TOR W, onAIFE,
of K]
NETCARD _ALAR | WERGHEME | & K Ml
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EulerOS V2.0SP3 fiAF6" (for ARM64)

i

>

3II\

B

o
i

fi 5P

BLEN

Fic EToix AR

=EwE

MIAE

FILE_MONITOR

WE &I A S
J[I[D/I\T_E ’ Onj\j}FE ’
of A5 ]

=
=

/

T

FILE_ALARM

BEE & B A S
R HEEE, on
IFIE, off K ]

iy

KM

CPU_MONITOR

BEE A2 T epulhi
%, on NI, off
VPl

iy

T

CPU_ALARM

WIE /& S eputy
¥, onNH)E, off
KA

iy

KM

MEM MONITOR

BEE NI
¥, onNJT/E, off
yop gl

iy

TR

MEM_ALARM

BEE N R
=, on A, off
VP Szl

il

KM

PSCNT _MONITOR

W A T R
¥, onNJT/E, off
NI

il

I

PSCNT ALARM

W€ re it R
=, on A3, off
R

i)

K]

FDCNT MONITO
R

WE e AR
%, on NG, off
N

i)

NG

FDCNT ALARM

BE & B fd s
=, on A3, off
N

i

K]

CUSTOM_DAEMO
N_MONITOR

P E e X
daemonZS 7 (] I3 5
i, onNHF)A, off
AR

il

T

CUSTOM_PERIOD
IC_ MONITOR

FF H & Y
periodicZS Y 1 1 ¢
i, onNHF)E, off
R

iy

T

10 DELAY MONI
TOR

ARG FLTOLE I s
BH K, onAI
E’ off?kj?‘%l}ﬂ

i

KM
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2. B, WwBPE—AEAHERE,

BINA BTG, HEAXM,

EulerOS V2.0SP3 ifiiX#5F§ (for ARM64) 3 R S AT AR
Fg & T Bc E Th AR AU A LT BIAE
10 DELAY_ALAR | AHUEEHEIOMERT 5 | & Pl
M IR, on NI
Ji, oft NI
PROCESS FD NU | ¥ fiFams | & i
M_MONITOR bii i EREI) T EA QAR ]
onATFJE, off Ak
2!
PROCESS FD_NU | BB EaA | & K
M_ALARM RS,
on NIFJH, off Ak
!
RESTART ALARM | sysalarmy%, #H | & 3K
_TIMES B sysalarm ] AR
W& BAKHGEE
® JuR ARLE L
& M sysalarmif
Ak dAg, MR
SHEE,
® L/ YMER
sysalarmﬁ- I
FF, WEAHT
#o
® 0 .ERITEAT 5
K, R10694% %
R
RESTART ALARM | sysalarmy®%, #H | & 3s
_PERIOD Bt sysalarm[t] HE
JE 3 BARHEE
1-60s, ZKik34)
1. 15 # /etc/sysconfig/sysmonitorf & X # /)&, & %% J3sysmonitorfR 54 K o

H AT RRCA T SCfFext3/extd CPF R GG MR . CEEBERERI DI . AR S I fE . WA

inodeli#%. HWE. B5

OB E .

< 3-2 InirmyER

Wi PRI, cpudi IR, WIS, SERREUE

HEFETR

ext3/extd X R Gt

AN

=LA
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EulerOS V2.0SP3 iiiX#5F (for ARM64) 3 s AL iR
HE¥EIR AR
AR R A R &
s ]| &
i #inode =
A &
&5 &
RS &
cpuli % =
AT &
RS &
H i 1% v
#o8%

® JABhIEIRSS:

systemctl start sysmonitor

® KHIERS:

systemctl stop sysmonitor

® H5IERS:

systemctl restart sysmonitor
(D mm
% 2 /etc/sysconfig/sysmonitor& , N E & R 515505 69 B 7 ik 4 5K
o BRI E G, AR EIRSS B S R B Sh A A AL

systemct]l reload sysmonitor

(AT

FRIRAEA A F BT A, AR R R ORE R AR S i A
3.1.2 ext3/extd MR G AT
&

A R G DU 2 S BUOERAE 57 T 5 R R AE R G — R R . JE R S &
Gk bR I R R BLSCAE R getifa, JF Bl B, DU ARG B 0 U P R

WL Wi
& > -5 RA

T
FERE

ST 30N T errors=remount-rofE F G WK U R G, U5 W8 2 Bllext3/extd A RGN
F&, sysmonitor.logH 4T BN 5515 B~ an
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EulerOS V2.0SP3 iiif57 (for ARM64) 3 A i

[2015-03-16:18:41:38] sysmonitor[5026]: sdcl filesystem error. Remount filesystem read-only

HAL R, R Blext3/extd ARG, sysmonitor.logH 4T B 7 (5 EoR
BT

[2015-03-16:18:41:38] sysmonitor[6172]: sda6 filesystem error

3.1.3 XRiHIZIEHE

k]
EWIE RS RMEERE, RGN REIERE R FIR I, B h2ulik = o m it
Reo WURKERRMOF R 205 %, o B . RGUE B 01 RE S IEgE R i IR =
fF, DLRGHERE R R i o e U A2 N 3 BE M 5 A 5 R 57 IR Y I ]

Ao & M 4 ER
Bic & H 3% M/ete/sysmonitor/process, &N ERE g B —ANEC B U
e B SO R B R

NAME=crond

RECOVER COMMAND=systemctl restart crond
MONITOR COMMAND=systemctl status crond
STOP_COMMAND=systemctl stop crond

10 B I P LR 3-3.
< 3-3 ELEIULAA
A= R Bc E Rt ER =B BIAE
NAME BERE B 44 & y
RECOVER_COMMAND W 4 & y
MONITOR_COMMAND W4 7 pgrep -f $
ey (which xxx)
G 438 EE A 0L A HER
H#AEEF, AL “xxx” A
B K T0M 4 A2 F NAME 5 £
o B E o9 gk A2
£
STOP_COMMAND {5 1k fr 4 o y
L
R, TRE
FF A2 69 R
.
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i

}
ofF
i

fi 5P

B

30
HE
m
ch

AR
1. AR XEHAZBEIRGEE LG, FMMATsystemctl reload sysmonitor, #69Be & f£—
AN dE B G A A
2. ME A A isa s R IRE, FNEmXEtREREERT.
3. BREGAPATAR0sH, KA IF L4 kabitfz,
4, SXEHEFTE, FTEHZRER RTINS, REAXERBLHRE L A PRE
#PROCESS RECALL PERIODJ& i {74542 .
5. FH )AL £ daemoni# 42, MONITOR _COMMAND 4 BT,
6. FREMNKBRFSASMAALAAERARELR, Wizhizratsn, BEF
AR R
7. BLE AR Z A 600, %4757 Z B A systemd F é9service £ A (i
MONITOR_COMMAND-=systemctl status crond) , # ¥ 4=69 A #A42, FHHHRNAME
FEA U AR,
8. sysmonitor® & (restart) . T # (reload) . &% (stop) AR AR "hAT I ILA AL
RIR %o

R W B R e R H 5, /var/log/sysmonitor.log W T B R S BRI an R

[2015-03-16:18:41:38]sysmonitor[5018]: crond is abornmal, check cmd return 1, use ”systemctl
restart crond” to recover
[2015-03-16:18:41:38] sysmonitor[5018]: crond is abnormal, check cmd return 1

3.1.4 M HisiE

B

B B3R

RGN G, S SB ARG ET R L E . @ o W AT LR
IREN R G b B SO M bR B A B B SR N, o H B A A, DUEE R
RN R P R B SR 60 5 Ak FE B

fic & A N/ete/sysmonitor/file. TR IERCE TN —1T, RIFHENASHINE: &
B CH3 AiREFfE. WS (H3) B4z, Wit (B3 filk
BRI A AT R

SCE{RRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7 51
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3 AR B

A=

I B FEER 8400 EREMRSA, FBILE TR B RLTBERE
203, 4u RECE 69 5 1At B A 9B 12K EAGIT223, THEA

H .

2. WA P AT AR U AR A, de RELE R A A R

o

3. BT RAARBEKE
4, I HF BB FAw %}uiﬁ /procfﬂ/proc/*\ /devFa/dev/*.

BB, W26 AR B IR

socket A5 3 R &+ i 4
5. /var/log#=/var/log/*¥) A i«% % F 44,

6. YEEIM P AAES SMBARBYIE, WE—F0FRENE, LR EY
A, EHEXHPTTALA | LA B B E AL LK A9IR T

7o XA HAEERE 15

3R IET 2 AT AR F 4

8. L X fFAeKinmRR B IEE R AN,
A%,

ik

B B APk A 69 S F 4

ﬁﬂ*#TﬁPT\

w2 40T 4096
/sysHa/sys/*.

PFET
-3

Fil

W A ik Y5 4= 397 L

=W % I A Ae e B8

Bz 0 ST RBLE P20 %

WIS CH 30 SR AL R 77 N B E R i S, ) SR el H kAT

AL B 3-1 77

3-1 M E AL E

11-32

10

9 -8

EERIUET

T P AR A F . Bnfrin R E L, WS B A EAE: %n

PEANIREO, MR AN A S S0 L ) A

B AR AT A B AR3-4.

R34 XHEHMEHHIMSEHINKLFRR

AL B N 16 3EfI KL, RIS RS

BB Ao E ik AR _EVE
1~8 IR &
9 pELINER S/ NIk R &
10 S H SR &
11~32 R &
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]l

FE
1. BB BB E )G, AT systemetl reload sysmonitor, #7849 E & £ & % 60
s &3,

2 BEFAEEEBAT AN, D RRLHR, WARLI SRRLAS LR
BT, MBI R BIEMkE 4, Brox200.

3. XM B FZMIRE, RA LA AT % XA A2 AR F LB £ & IR MR F 4

4, Bise) LB dvie sedFAREMS G 2 £ 42 B & P ATFPFile "XXX" may have been
changed.

SR H AT SEEL T TSI R S A, BIERORI 100 R, A A N IR ER
1, BAER. REEFEARE T1-8. 11-320081, Wi HE PSR EEAR
E%E Ro

fic & X /home | 1~ H 3G AN B F4F 4%, AR 126246288 001100000000, A DA
[[EERANNE

/home 0x300

Bic # X} /ete/ssh/sshd_config SO HIMIBR AR 4%, (R 124624672 B 28: 001000000000, AT
PIBCE W R

/etc/ssh/sshd config 0x200

(=4 =

A2 HE
RS S L B R R A, /var/log/sysmonitor.logHP T B H R EI40 T
[2015-03-16:18:41:38] sysmonitor[3373]: 1 events queued
[2015-03-16:18:41:38]sysmonitor[3373]: 1th event handled
[2015-03-16:18:41:38] sysmonitor[3373]: Subdir “b” under ”/home/a” was added.
[2015-03-16:18:41:38] sysmonitor[3373]: 1 events queued
[2015-03-16:18:41:38]sysmonitor[3373]: 1th event handled
[2015-03-16:18:41:38] sysmonitor[3373]: Subfile “¢c” under ”/home/a” was deleted.

(=0l
3.1.5 55 l5#E

B

fic B35 BR

éﬁﬁﬁm@miyﬂmmmﬂ WAL, B RE T KRR DL R IE
{55 DME T [0) 8 e o7

fic & A N/ete/sysmonitor/signal, 751 U -
SIGKILL="on"

SIGTERM="0on"

- Be E I ] R 3-5.
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< 3-5 ELETNAA
BB BLETTiER TEWUE BRINE
SIGKILL SIGKILL{% 5 @ on
SIGTERM SIGTERMfE 5 @ on
SIGHUP SIGHUPf5 5 @ off
SIGINT SIGINT{5 % o off
SIGQUIT SIGQUIT/F 5 o off
SIGILL SIGILL{Z 5 o off
SIGTRAP SIGTRAPfE 5 o off
SIGABRT SIGABRT/5 5 4 off
SIGBUS SIGBUS{& 5 o off
SIGFPE SIGFPEf5 5 o off
SIGUSR1 SIGUSRIE 5 o off
SIGSEGV SIGSEGV/& 5 o off
SIGUSR2 SIGUSR215 5 o off
SIGPIPE SIGPIPEfE 5 o off
SIGALRM SIGALRM{E 5 = off
SIGSTKFLT SIGSTKFLT{5 % o off
SIGCHLD SIGCHLD{5 5 o off
SIGCONT SIGCONT{E 5 o off
SIGSTOP SIGSTOP{Z % o off
SIGTSTP SIGTSTP{5 % o off
SIGTTIN SIGTTIN{E 5 @ off
SIGTTOU SIGTTOUfE & @ off
SIGURG SIGURGTE 5 o off
SIGXCPU SIGXCPUfE 5 @ off
SIGXFSZ SIGXFSZfE 5 @ off
SIGVTALRM SIGVTALRMf5 % | &% off
SIGPROF SIGPROF{5 %5 @ off
SIGWINCH SIGWINCHf& 5 @ off
SIGIO SIGIOfE 5 o off

CRYAAS 01 (2019-08-12)
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ALEIN AL ELii A =B RAE
SIGPWR SIGPWR{E = 5 off
SIGSYS SIGSYSfE 5 = off
AE

30
HE
m
ch

BHAE 5 B2 E LG, MIMATsystemetl reload sysmonitor/& 4 2o

R R R E (S 5 F4F, /var/log/sysmonitor.logH'¥T EE B~ B U0 T -

[2015-03-16:18:41:38] sysmonitor[7965] : sshd[18883] (parent:sshd[944]) send SIGKILL to sshd[18884]

3.1.6 #EHE S X IEE

- k]

fic B35 BR

E W RS EER AR 7 X A5 18], A XA AR T e 1 P B B s &
WM, ERBL A . RS EE, A XAERRNTH P BN S ERE
WME, iR SRR S .

fic & A N/ete/sysmonitor/disk o
L= LN L I

DISK="/var/log” ALARM="90" RESUME="80"
DISK="/" ALARM="95" RESUME="85"

F e B WU W& 3-6.

= 3-6 EL E Lt FA
B E IR
DISK

He E it AR RIAE
T AR % 4
BEeA
S Hy A
SAHH Y B
K.
R RKEH 64T
e

pau
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EulerOS V2.0SP3 iiif5 7 (for ARM64) 3 5 F 45 7

BLE AC BT AA =EE RIAE

ALARM B, WEEaE |6 90
R{A
AR
0-10089 % %, T &
A B AE LRI

= Kk

T Ao

RESUME T, HWEAELAS (AR
=1L
pil:
0-100%9 ¥4, &
A E T LA S

= Kk

T AFo

i

80

1. B aA s R BB E 4G, MksTsystemetl reload sysmonitor, #7498 & /£ —
AN 3= BB £ 5K

FTHREMERAD R, RE—NBRIAE.

ALARM{A & % K TRESUME1&.

PRAT AT BB R AR s A R 42,
ACPUAI/OREH R T, dfiTar 448, & FHAEF A FERRTE,
LENER S ER —ANEES R, ABEREN AR EREE

S e

30
3
m
ch

TSR s 5 BB 2 [A) 45 %, /var/log/sysmonitor.log FHF] EIE Bl 40

[2015-03-16:18:41:38] sysmonitor[5018]: report disk alarm, /var/log used:90% alarm:90%
[2015-03-16:18:41:38] sysmonitor[5018]: report disk recovered, /var/log used:79% resume:80%

3.1.7 KRS T

My
FRGIE AT T A LD A DR S5 45 T P B0 RS BUPRAE BUE, F R
ASFITPASALHEAT Wt DG TR I SR S5 3 (8 2 5 5 3 AR A

B & S 5 RA

fic & A H/ete/sysmonitor/network, U1 :

#dev event
ethl UP

- Be B I ] 2R 3-T
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EulerOS V2.0SP3 fiAF6" (for ARM64)

% 3-7 B E Uit A
ELE I AL E IR 5 AP =EBWVE SIANE
dev W44 & ¥
event Pivr S, TERE | & AT AR N
4JUP. DOWN, 2 MUP.
NEWADDR. DOWN,
DELADDR. NEWADDR.
® UP: M-EUP %&ADDR%&
® DOWN: [WE e
DOWN
® NEWADDR: 1
JnTP b hk
® DELADDR: il
FRIPHE 4

==
IIIH!%!II

1. BB MF BB E LA )E, ST systemctl restart sysmonitor, #89ELE F 7T £

2. o RMEAHAE, WAKIERFFH; wRARERFLACRENTFH, N
B B AR AR B4

. BATAR A S ARIPVARL B 6 T e Ao ik

4. TEXHEWR FUPADOWNEY R 42,

5. AR R RGBT E ST Y TI9IAFH, FALIINFHFAARER L P
ATEPE B AR AT AE o

30
HE
m
ch

WS 5 2 E K, /var/log/sysmonitor.logH T EE Eox Bl an F -

[2015-03-16:18:41:38] sysmonitor[5018]: ethl: device is up
[2015-03-16:18:41:38] sysmonitor[5018]: ethl: ip[192.168.0. 1] prefixlen[24] is added

3.1.8 cpu H51%
v

4% R Gicpu i FHIEIL,  Hepufll F &8 H 8IS T BIE N, i H & EREE.
B & iR

fic & A N /ete/sysmonitor/cpu.

W= &L N I

# HEPEAH S R

ALARM="90"
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}
o
i

f 5P

B

ALz,
FREAS

# R EE S TR
RESUME="80"

# IR (B
MONITOR PERIOD="60"

# Gty )
STAT_PERIOD="300"

< 3-8 ELELitAA

ECE I Bic & 1 i R =B BINE

ALARM KF0, cpuliH%E | & 90
B

RESUME KFETF0, cpudi | & 80
AR S BIE -

MONITOR_PERIOD WA ), i 60
BUE R T0.

STAT PERIOD Gt ), o 300
BE K T0.

1. 5 cpuli4=89BL & L )5, MkATsystemcetl reload sysmonitor, #7498 & £ — A~
=BG £ 3
2. ALARM1A & 1% K TRESUME1#

S % B cpu i

[2015-04-16:06:18:54]sysmonitor[27482] : CPU usage alarm:
[2015-04-16:06:24:16] sysmonitor[31896]: CPU usage resume:

/var/log/sysmonitor.log T {5 B -1 40 :

91. 3%
70. 1%

3.1.9 AT

B

=R a el Ll

RGN G GO, 2 A R Y AR T AR, e H S B R

e & LA H/ete/sysmonitor/memory .

P B S B0 T

# HEPAEH R
ALARM="90"

# BB R
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0
3
m
ch

RESUME="80"

# IR (B

PERIOD="60"

= 3-9 B & 1t AR

EE B EINiAA =HWYES BRIAE

ALARM KF0, WfEEHE | & 90
HEE

RESUME KF%ET0, AES | & 80
FH 2 R

PERIOD W ), 4 60
HUE K TF0.

1. RN AEEIGELE LG, MIMATsystemetl reload sysmonitor, #789EL E £ — A~
1RG£
2. [\IJZXI{DAYﬁilizi?'ji,ﬂ;I{IESIJTVIIE{Eio

3. BEABERAMGAAE S Re)-FHE, RMEARE ERAEEFLEREKREFL R
J}}%o

BN AFEE, /var/log/sysmonitor.logH 4T EIE BBl U T

[2015-04-16:07:24:23] sysmonitor[31896] : memory usage alarm: 90. 1%
[2015-04-16:07:28:16] sysmonitor[31896] : memory usage resume: 60. 4%

3.1.10 iFFZHUEIE

‘v
BoE 3R

W RGHRESH, M3 S0 I SR T BER, i H A R,

fic. & LA A /etc/sysmonitor/pscnt o

e B SR pI N T

# R (EIRLRD BE %A FIR (BOZE A1 maxfiy1%H iR K E)
ALARM="1600"

# B (BIRARE) HEEIRE TR UZEMpid_naxfo. 95% K K 1E)
RESUME="1500"

# EHEE (B
PERIOD="60"
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= 3-10 EC E ik AR

B &I EC Lt AR BEVE BRIAE

ALARM KFom sy, e | & 1600
MBI

RESUME KFETORREEY, | & 1500
RSB E R
fH.

PERIOD W E ), e 60
HUE K TF0.

1. B AR LI BE L), HMATsystemctl reload sysmonitor, #7 89 B & £ —A>
B BB & 3.
2. ALARMA{E & % KX FTRESUMEAZ .

3. AR EE T & ’IEARALARMAE 5 /proc/sys/kernel/pid max#91%+ 69 K1E, &%
% 8 {A B RESUME1A 5 /proc/sys/kernel/pid_max#90.95% ¥ 49 5k KA.

il
HF
m
Ch

R WS B R RS 2, /var/log/sysmonitor.logHH T EE SR an T

[2015-04-16:07:44:54] sysmonitor[31896] : process count alarm: 1657
[2015-04-16:07:45:17] sysmonitor[31896]: process count resume: 1200

3.1.11 ARG A)REHISE

i
Hﬁ?ﬁ%?ﬁi#’jﬁ (fd) % H, ARG AN SEOE B BUS T BER, 1dxHEIE
R K, R IO SR 2 1T R S8 )RR 2 sysmonitor.log
1. HHT RGNS EET REE, EIREE, JFEREHETITW, S8R50
EEREIL IR
i& LT RGOSR TR E S ERE S, KR EE, JHTE AT RGP AR
Ao E S fHjieR
fic & A N/ete/sysmonitor/sys_fd conf
Hie B AR

# Rofd A ot LR
SYS FD ALARM="80"

# RECdR A 2 TR
SYS_FD RESUME="70"
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# PR (100~86400%0)
SYS FD PERIOD="600"
7 3-11 L E 15 A
B E I AL EI AR BEWE BIAE
SYS FD ALARM KTO/NT100/1% | & 80%
#, (AR5 A%
SN LA GER gl
HEHE.
SYS FD RESUME KFONTF100/0% | & 70%
B, fdRBS RS
=N TER g Aty
PR A -
SYS FD PERIOD WA ), 74 600
HU{E A1100~864002
[ANOEES
FE

1. #afdE B0 E LG, MkATsystemcetl reload sysmonitor, #7982 & £ —A>
B BB & 3.

2. SYS FD ALARM/AA % & FSYS FD RESUMEAL, %#c & 3Ekm, 24k F 2k
18, JFirerE &,

3. R HEAEFFX: /proc/files_panic enbale A1 (BKINEAO0, XHKRE) B, RLAN4
HHERLEZF %, AP TARIATHAITFFX:

echo 1 > /proc/files panic enbale

30
HF
m
Ch

R SR fd R g s, ERE HEPITEISE %, sysmonitor.logH 4T EE B B0 T »

[2018-04-27:23:58:06] sysmonitor[14340]: sys fd count alarm: 259296

3.1.12 N HIE AR E ST

B
W RG A RRAWEE, SRR  RER, ds HES RiRE
P, I Hoid S8 3 s i) ST
He & 35 ER
Bt & LA A /etc/sysmonitor/process_fd_numo
e B S RN

R RS AR SR R A%
PR_FD_ALARM="80"
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3 AR T B

30
3
m
ch

% 3-12 BL BTt A
BECE 150 e E I A BBWE AINE
PR_FD ALARM KFo/hTF1000% | & 80%
A, AR A
RGP
- ONCILE (=
S AR B .
[ARFT:
1. BEEARAZGHBEILGRE 4G, APT systemctl reload sysmonitor.
2. EABAELIERNRAEL, RS ITIONF

U S B A HERR AR S R A
IR

[2018-04-27:23:52:18] sysmonitor[14340]: pid [28738] cmd [a.out] fd more than [717]

el EHE IR, sysmonitor.log T EIE &

3.1.13 ## inode M53E

B

BoE 32t RA

JE WP R G TP WAL 20 X finode, #5470 [X I inode i I 2 K T 855 T i
BRI, EREA inode T E . 7;2% )5, A5 X inodefl FH 2/ T %
B S EWE WA, LR inodetk 2 1

fic & A N/ete/sysmonitor/inode »
W= LR I

DISK="/var/log” ALARM="90" RESUME="80"
DISK="/" ALARM="95" RESUME="85"

- C B I I 2R 313

< 3-13 EL E ik AR
[ TR
DISK

FCEIN AR BRIANE
WiE A H R4
pird:
LI R A AR R
KAk 69 5 A 4
K,
RRKE H64F
o

A
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EulerOS V2.0SP3 fiAT6" (for ARM64)

BLE

AC BT AA

ALARM

B, Wiftinodets

ERME

WA
0-10089 4, &
HZ AT H AL

= Kk

T Ao

RESUME B, WiFLinodek

SEE

AR
0-10084 % 4, R%
B AT LA

= Kk

T AFo

i

80

==
II!H!%!II

1. %2 s Hinode s 4 09 BL & L #H)G, M MATsystemctl reload sysmonitor, #7849 HL & £ —

N2 F )G K

FTHRINERDR, RE—AMREALHK.
ALARM14 % % X TRESUMEf#.

FARAT AT BB R R R S X,

AN

ECPUAI/OZ EH % T, dfiTa 4480, &5 2 Hinodef| Al F R F],
Y EANBRES TR —ANEE )y RE, AEHEAER EREE,

30
HE
il
Ch

S R 5 B G A inode & 2, /var/log/sysmonitor.logH T E[E Eor Bl an T :

[2015-03-16:18:41:38] sysmonitor[5018]: report disk inode alarm, /var/log used:90% alarm:90%
[2015-03-16:18:41:38] sysmonitor[5018]: report disk inode recovered, /var/log used:79% resume:80%

3.1.14 AHbFEE 10 AT IEIE

B
FEST MM — ARG B IOTERTHCR 5 T 5M B REAE 1% 4060 Y 604 BUR A7 451, 0
BATL 300 () A T RCE M BKIORERT HCE, T B %S £ IIOKERT i
i,

[T=eaigt L

fic & S A /etc/sysmonitor/iodelay -
W & AR an T

DELAY_VALUE="100"

HHCE I IR 3-14.
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3= 3-14 BL B IR AR
BB I B ETR AR EHWHE BIAE

DELAY VALUE T BLIOKERT 1y e K AR sz 100
AR
ZIA R 100ms, BLE 6914
%%$&%%ﬁ
w"RKKEH6AF
%ﬁ@ﬁﬁumﬁﬁﬁk
18

BB A HioE i AR ELE LG, AT Z Hsysmonitord 4, FTAIELE £ —
AN 3= BB A 3K

2. BINEEHNZHCOKEIT-FH K DAIKKTILBEGRAE, &EEEHRIA60KLIE
B3 KA TFE TR E A9 RAE,

il
HF
m
Ch

T SR M A28 A i B TO ZE I ik K 5 M5 k&, /var/log/sysmonitor.log T T EIE B 7R
Bl

[2016-10-16:18:41:38]sysmonitor[5018]: local disk: sda I0 delay is too large
[2015-03-16:18:46:38]sysmonitor[5018]: local disk: sda I0 delay is normal

3.1.15 BEX &E

B

R AT DL 5 SCIEAEIE, MR AE R I B A, RATIC B SO % R JE ik, A
WA S B P AT R M B . IR SR A MR, AN T P
FER AR AR AN 4%, AT E B

(=g a stz
Bic & H 3% M/ete/sysmonitor.d/, FEANFRE B — NI E S
W B AR an T

MONITOR SWITCH="on”

TYPE="daemon”

EXECSTART="/etc/sysmonitor. d/uvpmonitor/unetwork alarm. py”
ENVIROMENTFILE="/etc/sysmonitor. d/uvpEnvironmentFiles/unetwork—-alarm. conf”
MONITOR SWITCH="on”

TYPE="periodic”

EXECSTART="python /etc/sysmonitor. d/uvpmonitor/ipmi monitor. py”
PERIOD="30"

B C B I B 2R 3-15
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3 3-15 BL B IRk AR
[=R] EC E Lt AR —EBWVE SIANE
MONITOR_SWITCH eSS 4 off
TYPE HE IEEISE | 2 "
i)
EXECSTART PAT RIS & "
ENVIROMENTFILE WRAA B O | & N
PERIOD Frtype NperiodicZE | periodicRA N | &
B, N AR, DA
NE SR
M, BUEAKTOR
?%%QO

FE LML, RET AL, m Lo p ek ERERTIZINES.
EXECSTART & 4 4 % K E e AL 1SON T, RBFHRBETRA .
B B2 PAT A TR AR, TR A 2 L BEIRIER = £ ¥ 0,

BAT X HEEWFRRE RS A4,

daemon £ A 49 A £ X B i=H 10 [310s2 % — LA L Areloadd AT R, RELEAH
daemon#AZ S+ H B R Areload® 4T R, FEFHFI10sE T 2 ZTHmAH 4y
B, doRAdacmon#AZFH B, FREHI0sBT 2 EHEA,

6. X4 FENVIROMENTFILEX & 6 L AF P e AR K AT, BRI LTS, HIFR
LR EARERE, §EE BsysmonitorfR 5, AT A AL A K.

7. /etc/sysmonitor.d/ B & T 49 8L B LAFA R Z XA 600, EXECSTARTH F & RABLE T
AT, W AT A A9 AR LA 550,

A

30
3
m
Ch

R daemonZE R I 5 T IR Y, & idSKlog:

[2016-09-07:01:25:33] sysmonitor[22520]: custom daemon monitor: child process[11609] name
unetwork alarm exit code[127], [1] times.

3.2 HE ik
3.2.1 anf LIREE

B

alarm/ L FH RS2 £ o 5082 T FH T B Bllsysalarm,  FR 1 SCRFsysmonitor il 5538 i 1
Rzt EH 5 % Blsysalarm#l,  FHAd A P d0m] DU H E X5 (S B ERkE)
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sysalarm, B¢ R4 245 B 5 48— HIVE M B A B RS 23 4 A,
3.2.2 I VEMMER S ) . BSCIRCMIshel 4 O RS2, ST T FIRESR
52 BRI ThAe, EARIHIR R AT DA E . SRR SR O BRI
BRPPRES (REEF A5, i sysalarm /K4 fE, IX 645980 BRTDIRE .

HESH S RLE R
o R EMIHEEHM
HEm HiEAn faik
usAlarmlId unsigned short B, FEREE—ANd
ucAlarmLevel | unsigned char HEL A, Fom: (DER. QFEE. 3K
L (DR O)VAHE
ucAlarmType unsigned char SRR, Fon: (0)VEEBIKE. (1)EZ~
L QFMRAE
pucParas unsigned char* HERMRE R
pucExParas unsigned char* B RAIRE R

o R ERIE X
CEs8#OEX

int os alarm(unsigned short usAlarmld, unsigned char ucAlarmLevel, unsigned char ucAlarmType,
unsigned char* pucParas, unsigned char* pucExparas) ;

ZHEAN U -
® usAlarmld: 5%1d, HUEE I N[1001, 2000].
® ucAlarmLevel: 52245, HEF13|SEK R, BT

1: Critical (F20
2: Major (FE%)
3: Minor (JRE)
4: Warning ($275)
5: Indeterminate (ANBfISE)
® ucAlarmType: FHERA, #70, 1, 28K, BXUWT:
0: FHEWRE
1. HEA
2: Hiff

® pucParas: fIIAEE, FFH, BARKEN255.
® pucExParas: #HIEER, FRH, BANKEHN255.
RIS

#include <stdio.h>

int main()

{
unsigned short alarmid = 1100; //%%id
unsigned char alarmlevel = 3; //#5%&4%5)
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i

>

fi 5P

E
o
I

AEEW

If
g

#H

unsigned char alarmtype = 1; //%5%2K%)
unsigned char msg[] = ”I am message”; //fiid{s R
unsigned char exmsg[] = ”I am ext message”; //FHJE(SE

os alarm(alarmid, alarmlevel, alarmtype, msg, exmsg) ;
return 0;

}
shell#Z 0 X

® sendalarm [-i alarmid] [-t alarmtype] [-1 alarmlevel] [-m msgl] [-e msg2]
- -ialarmid: alarmid¥%*%1d, HUEJEREN[1001, 2000].
- -talarmtype: alarmtype A7 2Z2RA, Hf
- -lalarmlevel: alarmlevely45% 4% 5], w4H1,2.3,4,5,
- -mmsgl: msglU ARG B, "I EEFATE, SAKE 255,
- -emsg2: msg2 ARIRIEE, WIEAERETAE, mAKERN255,
IMEERCIL IR

sendalarm —i 1100 -t abnormal -1 3 -m “I am message” —e ”I am ext message”

£3Hnormal, abnormalievent.

® sendalarm ?

A FH k25 1) sendalarm ) FH V% .

o HEIJNUEVEEGRE, N[1001,2000], #8H VRIS ZID, AR ERA EM
HIAEV S, AT EE AL,

® [k {Elibalarm.soBI & EH S, 1HH IR R G HAFAEIFREIR B LR B JE .
©® B AR 2 e i sp 4 it R sysalarm, i FH BB CRsysalarmdE F2 2L R 2l

o FfffalarmMEHTHICIES L, RFEEVLIAEElibalarm.so X 4. {F Fshellfz
M, 2205045 sendalarm XA .

sysalarmXf FESC S A 7] (1) 75 A5 08, A BOE IR [a] Y B $0HI D Re . #i| s 8] £E /ete/
sysconfig/sysalarm 3 A FHEATECE, WF P

# HEAmHIE T GEE: 0-30, B g, BRIk 15)
DEPRESSION TIME="15"

T ] AT 1] ) H AR TR 0 5 i, S lisysalarm ], HEA SR B, HE
s T R BRAAE LS (0%t Y P ECE RO A VS L, B N IRERE, &
Girh ERINIZ B 1SSk AL TR, 45048 “DEPRESSION TIME="XX"fit & fi%, s& A E
7, RGAZIRORALH, W RASTE BHNHIThae, 0 A a] DARC & o

HIWre B AMFESZ, FEE =AMk, HEID, HERA, LRy R

B/t o
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If
g
S
)

If
g

it

A=

m%&
nu\,
<

*FEH RO EE, o R K

sysalarmf TR 10 5 EA5 2, el A SEI BB DR A7 B A SCAF P [RIFEIIID AT 7
R B A R AT B e W IR — %%%E’Wi, o T E DRAF MIHCE V100005 o

sysalarmfik 55 55 Jm,  BEBRHUE B 45 B0 P ORAF 0 S A5 2, IREZ AT &5 EIRE
ARG HEA ), XA FENLF KR

Tmf tshellin 4, ATLLHTFEEESELNA PRI EEERE. 4 N: transalarm, AT
wmRJE, SN Ifthrans alarm, ﬁﬁﬁl?f/var/log HXTF.

sysalarmsZ#F 5 B MR, fERLYRT, HENROCAEANE, T EMERIRAFAE NI
b S R ﬁﬁF’IUﬁﬁﬁﬂﬂJﬁf%D e NTEEID, DAL Ta], SRR X o ) o5
EAGR . sysalarm$@ i 5 B MR (I CH 1 Mshell 5 o 45 11 %€ SCHITR

/
Function : os_alarm del

Description : A CVH T MBREE0%, M AT AR, n/-Bhari s &4 meR, nhAlarmTine, AL
Jmin, WIERNA0, TR IDAY 5 45 I B

Input : AlarmlId, AlarmTime
Output : B
Return © ORI 1R

int os alarm del (unsigned short usAlarmld, int AlarmTime) ;

delalarm
usage: delalarm [-i id] [-t time]
-i alarm id
-t alarm time, eg. —t 4, it means alarm generated before 4 mins will be deleted

MHIEREE 1 fElibalarm.soB & FEH G, 1H IR RGE T AAAE I RER 2 HIRBIAFE .
O R AR e e <p P 3t R sysalarm, 5 FH B A CRsysalarm3ERE 2L )F 81

o FEffiHalarmiE P HICIEEZED, KRG HE LA 5 libalarm.so X . fi#i Fshell$
M, L2 2 delalarm 34

SRR W A T R R E R S
A RS2 75 A libalarm.so XA, WHRE A 75 B 50 T 8 % 2Elibalarm £l

o Arsysalarm i 55 & 13 IR #1817, #7AKRI84T, W iy 2 systemctl restart sysalarm $i7 2
sysalarm I 55

PO 8% (os_alarm B sendalarm) i 75 %,
25
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3.2.2 AN]SR N B
G0N

T R R L a] ) T B R RS Xﬂ%d&%ﬁﬁ\ e ml i e B R O, T
%ﬁﬁt%fum BTG MAEEGEE LR, S ERIRRE N R BRI B
Bz E R BIH A E)(EI’JE@&EJ&E&LIE

R M DK i sysalarm AR 2%, AT DL DL R iy & LA 80, K. H i sysalarm iR
%5

systemct]l start|stop|restart sysalarm

EHIINRE

sysmonitor i1 7 # 4% 1k, sysalarmfg % H BT i sysmonitor. AL E S fF/etc/sysconfig/
sysalarm™, TJ AL & sysalarm = $izsysmonitor 1] i [A] [A]FERESTART PERIODAH H 47 2.7k
HRESTART _TIMES, 45 P {/C EL 4oz i F) I T 1] K 2 ot 5 R K R A 189 T A8 K

# restart sysmonitor period (range: 15-1000, unit: sec, default: 15)
RESTART PERIOD="15"
# restart sysmonitor times (range: 3-1000, unit: times, default: 20)
RESTART TIMES="20"

HEHSAERK
o HUE RN

HEI HmExa ik

usAlarmld unsigned short HEd, FE R E—ANd

ucAlarmLevel | unsigned char HEGH, FoNES. HE, RE., fR. A
e

ucAlarmType | unsigned char HERY|, FoREBWE. HEFESESR
A

AlarmTime struct timeval RS (A

pucParas unsigned char* HERIRE R

pucExParas unsigned char* HERRHIRE R

FMEE CIESENO

o IMEECESHEHNEN

typedef int (kalarm callback func) (void *palarm) ;
typedef int (kalarm report func) (unsigned short, unsigned char, unsigned char, unsigned char*);
struct alarm hook struct
{
alarm report_ func pfunc_alarmreport;
)i
struct alarm hook
{
alarm callback func pfunc alarmcallbk;
)i

int 0S alarm Register (struct alarm hook* alarm);
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void OS alarm UnRegister (void) ;

unsigned short 0S alarm getid(void *palarm) ;
unsigned char 0S alarm gettype (void *palarm) ;
unsigned char 0S alarm getlevel (void *palarm) ;
long long OS alarm gettime(void *palarm);

char * 0S alarm getdesc(void *palarm) ;

char * 0S alarm getexdesc (void *palarm) ;

ERE

®  Cifi 5 VFMH% D fElibregalarm.sosh 45 FE 1528, libregalarm.sofk #ilibsecurec.so, i
TR RGP AFE T BE IR B LR B P

® R IWA MM 5 e i e <p 4P it R sysalarm, 8 FH B 15 PRsysalarmift 72 £ 5 81
o i IR 5 B A B B, E M AHOS alarm UnRegisterdZ FE4Y
® HHEZRIAMHOS alarm Registerdi yFE M, WiEM Y, HRA &G —REM

BB R B .
HEEMHER ST
BB RS IR SRR E R 5.
£82 A0S alarm Registerfs 193 it 1] 1 B8 47
B3 URGAEE FARES, 20 M R K L alarm_callback _func.
HB4 IR AN T BRI &Y, I OS_alarm_UnRegisterid 4 2.
G5

ROERASE

2% 3-16 alarm_callback_func

BOxEX typedef int (*alarm_callback func)(void *palarm);

Ok 5 S I O R R 20

2 TS Hpalarm ¥ HAREE K, 25805 BB R L5 .
R EfE B ARALH

EREMR E%@%ﬁWMmﬁﬁm%D@%%%uyWﬂ%ﬁ#%%%%

F< 3-17 OS_alarm_Register

BOgX int OS_alarm_Register(struct alarm_hook* alarm);
O IO

S8 struct alarm_hook

EFHH 0: Hh

S5 -1 R
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3 AR T B HE

ERFH

TERECEN, R E M R e S i alarm BRI S . £ RS
Hrhook R L VFVEME— K.

Xof L 2 R A -

struct alarm_hook{

alarm_callback func pfunc_alarmcallbk;

}s

#= 3-18 OS_alarm_UnRegister

BOgEX void OS_alarm UnRegister(void);
BO#R (=% Sen-CEoAN|

¥ N

il x

ERF AR v R A

%< 3-19 alarm_report_func

BOak typedef int (*alarm_report_func)(unsigned short, unsigned char,
unsigned char, unsigned char*)

BO#R T T el e s X

¥ eI SEN YN

AN AR

EERE ucParasLenix KfH 255

< 3-20 OS_HookRegister

BOaK OS_HookRegister
EOf#R M

ZH alarm_hook_struct

R EME 0: I, -1: RIK
EEF R IR H A SR A 1Bl

= 3-21 OS_UnHookRegister

O Z

OS_UnHookRegister

CRYARAS 01 (2019-08-12)
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BEO#R HEEHEE

24 P

R [EE x

EEEH BEREIR YV R A [ml

% 3-22 OS_alarm_getid

BOEX unsigned short OS_alarm_getid(void *palarm);

B Ok SR EidgE

ZH void *palarm

EEEHIH 4E0: EID

S H D 0: FRIAREHEIDER

ERF BH#AE NpalarmZ 3L,  JEAUK T palarm () 2 AR N 25

= 3-23 OS_alarm_gettype

gEOEX unsigned short OS_alarm_gettype(void *palarm);
HEO#R ARH B R 1

¥ void *palarm

L HEAEA, 0. HEWE, 1. B, 2. FERE
ERFEW HEAE ApalarmZ 4, Toi i F palarm P BAK P &

#= 3-24 OS_alarm_getlevel

BOEX unsigned short OS_alarm_getlevel(void *palarm);

Ok RIS 2l 1

S8 void *palarm

1EH % HEGH, 1. BR, 20 HE, 3. RE, 4 ¥R, 5: AT
et ifas) 0: FRIUAS 2 8 2 5

HERE H#EAE NpalarmZ 4L,  JEAUR T palarm () 2 AR N 25
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i

}
o
=3

B

fi 5

IR

#= 3-25 OS_alarm_gettime

BEOENX long long OS_alarm_gettime(void *palarm);

BO#R ARSI )4 1

ZH void *palarm

EEHH long longZR A ) IE 84y, RISUTCHS ], HRAIZFP (ms)
FHEHH 0: I IA]7AE 7K

EEREM EL%AL NpalarmS 4, A5 Epalarm ) H AR N 25

= 3-26 OS_alarm_getdesc

gEOxEX char * OS_alarm_getdesc(void *palarm);

BO#R R IAE BN

¥ void *palarm

EHEHH TR, RKR2SS TR

FHE NULL

EEEN HEAE ApalarmZ 4, ToIi i F palarm P HAK A &

& 3-27 OS_alarm_getexdesc

BOxX char * OS_alarm_getexdesc(void *palarm);

B O#R RE R R E BN

¥ void *palarm

] TR, RSN TFRE, ATLUANULL
EREM B ApalarmZ 8, ToAioiF palarm ) ELAR P 2%

PAEAPIEEMED, PEHBTHSR, HBEROSE R

#include <stdio.h>
#include <stdlib.h>
#include <sys/time.h>

#include “alarm/register.h”
int callback(void *palarm)

{

int Alarmld, AlarmLevel, AlarmType;
long long AlarmTime;

char *pucParas;
char *pucExParas;
FILE *fp;

CRYARAS 01 (2019-08-12)
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i

fi 5

fp = fopen(”/var/log/demo. log”, “a”);

AlarmId = 0S alarm getid(palarm);//FREU45%id

AlarmLevel = 0S alarm getlevel (palarm) ;//3REUS 2 51
AlarmType = 0S alarm gettype (palarm) ;//FREU4S 27
AlarmTime = 0S alarm gettime (palarm) ;//FREUE 2t [a]
pucParas = 0S alarm getdesc (palarm) ;//3REN 2= Sk
pucExParas = 0S alarm getexdesc (palarm) ;//3REUHRJEAS SR

printf(“[alarmid:%d] [alarmlevel:%d] [alarmtype:%d] [alarmtime:%l1ld ms] [msg:%s] [exmsg:%s]
\n”, Alarmld, AlarmLevel, AlarmType, AlarmTime, pucParas, pucExParas);

return 0;

}

int main()

{

struct alarm hook hooker;
hooker. pfunc alarmcallbk = callback;
0S alarm Register (&hooker) ;

sleep (600) ;
0S_alarm UnRegister() ;
return 0;

}

i i

LUNE

gce register.c —I/usr/include -L/usr/1ib64 —lregalarm —o register

WoEENED, ZEREIR.

#include

“alarm/register.h”

/ /5 A R S B

int callback (unsigned short usAlarmld, unsigned char ucAlarmType

unsigned char ucParasLen, unsigned char* pucParas) {

printf (“alarmlId:%d alarmType:%d parasLen:%d paras:%s\n”,

}

usAlarmId, ucAlarmType, ucParasLen, pucParas);

int main(int argc, char* argv[]) {
struct alarm hook struct hooker;
hooker. pfunc alarmreport = callback;
//EN N
0S HookRegister (&hooker) ;

sleep (100) ;
/A
0S UnHookRegister () ;

}

IR AU

gce register.c —I1/usr/include -L/usr/1ib64 —lregalarm —o register

(Mwen

% — %4 0424t % FusionSphere = S 1, % —BH o R4

JEMESE Python 0
® I EPythondE I15E X

osalarmreg(callfunc)
osalarmunreg()
getid(palarm)
getlevel(palarm)
gettype(palarm)
gettime(palarm)

getdesc(palarm)

CRSP = &1 Fl
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}
R
o
i

fi 5P

B

- getexdesc(palarm)
AEEI
®  Pythonifs &V MHE [ fEregalarm.py i 1 SEZHL,  1H IR R G0 H A7 AL FF REFR 1%
PythonfbiHft .
O PRI AR S it <7 97 #t Fesysalarm, i FH BSHE 6 PRsysalarm I FE £ 5 3 o
o [ HIFRRIR 5 B AR B, 5 1 FH osalarmunregd% F1E A o
o HE XL R Hosalarmreghi VEM, HiEMET), HRE &G —REN R4
W B2 R
HEEMEWCCE

BER RS IR T BRI BRAE R L

SR2 1 osalarmreg i HIVEF 14 o 24

B3 MARGH EE LR, M [ 6K Hcallfunc.

B4 SRR O AR B ER,  osalarmunregiE A 1 EVE .

R
#ENERSE
#= 3-28 osalarmreg
BOEX osalarmreg(callfunc)
B Ok &N
S callfunc[INT]: [511 5% £ R B 4
IEH 0: AR
FHEHH -1 R
EREM R NN, R A R % alarm BRI S E, £

R R avrEm—Ix.
] 3 e R R
callfunc(palarm)

Hrbpalarm Ay 75 %45 Blclass, PRAFRMAGEE(EE, MR-
RAAME L

F= 3-29 osalarmunreg

EOgEXY osalarmunreg()
BO#R SR SRR AN
S o
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il x

FEEE AR H R [l

% 3-30 getid

BOgX getid(palarm);

BO#R SR a1

¥ palarm: 4% [ {42 [ £ NI 75 %45 Blclass
IEEHH k0. H%Eid

7 H Y 0: FREUAFHEEIDER

EEE H AL Npalarm 24, AT Epalarm ) FLAK Py 75

= 3-31 gettype

BEOEX gettype(palarm);

BO#R BRI BRI

2 palarm: 752 [ £ N 175 245 Hclass

ks intH!, AR, 0. HEBWE, 1. HETA, 2. FRAE
HEEFE B AL Npalarm B3, A E palarm ¥ A4k Py 75

< 3-32 getlevel

BOgX getlevel(palarm);

O AR ) 1

2 palarm: 75 % [l 4% A\ 15 %45 B class

EFHH inth, HEZH, 1. K&, 2. HE, 3. RE, 4. &R, 50 A
ins

Bot il 0: FRIUCA R E

ERFEW HEAE ApalarmZ 4, Toi T palarm P BRI &

= 3-33 gettime

BEOEX

gettime(palarm);

RYAAS 01 (2019-08-12)
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IS

¥ O#R BRI A e A4

¥ palarm: 75 % [ {4 11 4£ N 175 45 Bclass
EFEsmH longZR AL HEH, FI/NUTCH ], BAALZEFS (ms)
FHEHH 0: M7 A5 57

ERFI B etk NpalarmZ: 4, o2V E palarm ¥ B A4 Py 7%

%= 3-34 getdesc

BOgX getdesc(palarm);

BO#R e E U YL N

2 palarm: 54 [l {42 L1\ 1 75 %45 Bclass

IEF TR, BAKON255 TR

S H i none

EEE H AL Npalarm 25, AT Epalarm ) B4R Py 75

%= 3-35 getexdesc

BOzEX getexdesc(palarm);

BO#R IR R iR 5 B 1

ZH palarm: 752 [A1 42 C4E N 95245 Eclass

il TR, KR5S FF, AT none

ERF BH#AE NpalarmZ 3L,  TEAUR T palarm 1) H AR N 25

import time
import regalarm

def

def

mycallback (palarm) :

f = file( /var/log/pydemo. log’, a’)

alarm info = ’[id:%d] [level:%d] [type:%d] [time:%ld] [desc:%s] [exdesc:%s]\n \
% (regalarm. getid (palarm), regalarm. getlevel (palarm), regalarm. gettype (palarm), \
regalarm. gettime (palarm), regalarm. getdesc (palarm), regalarm. getexdesc (palarm))

f.write(alarm info)
f. close()
return 0

main() :
ret = regalarm. osalarmreg (mycallback)
if ret != 0:
print “reg error”
else:
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print “reg success”

time. sleep (600)
regalarm. osalarmunreg ()

. ) .
if name == main :
main ()

BATATR W

python register. py

323 MMM EAGE

v
SRR B E RO, AN, HERSSEN LR EEA RS R
. WHEIEEREEEND, HEEISFIEREEE,
M DK i sysalarm i 55, AT L@ LR ey £ 880, K. S sysalarm il
%
systemct]l start|stop|restart sysalarm
BAHE CESHEO
o HAREECESENEXL
/
Function : 0S_alarm resubmit

Description : filR %85 M LR %8 DOV IERI, MEEAE BWER, A RE, MPEHHE
FEHIFE&ILEUEH, &EIEEER Bk
Input : flag [IN]: 452 F4R2EFIFRIC

0 s E Lk

1 P E g iR

2 B A EY Lk
Output I
Return 2 0: TN 1R 1:resubmitIEAEHAT 2:45 1kresubmitiy & N &

/

int 0S alarm resubmit (int flag);

®  HiK T Eshell# HE X
resubmitalarm
usage: resubmitalarm [-f flag]
-f flag
0: all of alarm
1: generated alarm
2: resumed alarm

®  Hi k% pythondZ 1€ X

- osalarmresubmit (flag)

FLELSEEN
® (I E R HCHE F BN XL
Y/

Function : 0S alarm resubmit stop
Description : filik #5245 S EHT LR
Input G

Output :

Return D 0T -1k

int 0S alarm resubmit stop();

® {51 K Eshell#% 1 5E X

stopresubmit

SCRYFRA O (2019-08-12) TR © B AA TR 78



EulerOS V2.0SP3 iiif5 7 (for ARM64) 3 A iR

o (51 K EpythontZ € X

- osstopresubmit ()

® CiEEVEMHE L fElibregalarm.soZh A5 FE FH SEZF,  libregalarm.sof #filibsecurec.so, i
iR RGP AT RER B FRZhAFE .

® BRI o e i e < 4P i R sysalarm, 8 FH S 15 O sysalarmifE 72 £ 5 81

® HEZIRKINAHOS alarm resubmitfZ [, WIRFI—IREREHL N, HIRIHHER
BOSRERM . WHERZOMSERE R A R, #FEERH, ERE %NS

®  fii fIshell#% [ 7 Ziresubmitalarm, stopresubmit3 4, 77 7E /ust/bin N H] -

®  python¥% [ {Eregalarm.py B 1 SEHL, 1 - R 40 H A7 A5 FF REFR B Zpython ik .

ERER
gk
3.2.4 GR{aTAbIE H &

3241 HESXRESE

iR

R A (R T R T R, RGPS . LA AR R PR R R 1R

HUT, ARG EREEE.

H

11

B
% 3-36 HEREM
HELWK Tt o X S o
HEID 1003
EHELR 2 (EE)
HERA e 1, HEWME: 0
= L] FRUCE)E I E] (UTCHY ], H4A7ms)
HEEHRER Wi 2 )45 % disk partition=%s disk usage=%d
WiAE =S P& . disk partition=%s disk usage=%d
L]
Ys A B F A RAER B R, de/var/logH .
%d A 2 L AT ] &
HEERER KA FE WAL X B3, Wvar/log
EN A

® NIRRT REFEARFIZIT FH -
o WMERHENXHSHHEER, HEEMINE.,
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EulerOS V2.0SP3 iiif57 (for ARM64) 3 s 5 F 45 7

B
R
o
i

A RER A
© AR IR AL A
SN

R E BRI E . R PR, A U T IR LA 73 X AR
93 SO LAREIBCAS A o

3.2.4.2 ext3/extd X RGHFES

ik
ext3/extd AT RGO B H N, RY7 A%,
BE
®3-37 SERM
HELW ext3/extd XM RS H7
HEID 1004
EHEL R 2 (EE)
HERI CE IR a|
=5 -l PRSI CUTCHY ], #fims)
HEHRER ARG A dev filesystem error. Remount filesystem read-
only
HAth 575 : dev filesystem error
L)
devh B &N K, 4esdal %,
HERRER KA IR 7y IX 4K, tisdal
ARG
o R IX e REUZMRS SR ERE D RS AR, R AL ™ EE
S X ewddhx HEER, HEELNEAE, o HETRER.
® |varlog/rX RSB HES N, HEFMEEMHHERER.
Al REIR

IR 55 45 S H L

IR 55 SRR RE AR 1R

JIR % 25 RAID R AE R o

i el | T NS G NN
HONAERHAEE, FEHE A T ERE T .
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EulerOS V2.0SP3 fiAfEH§ (for ARM64) 3 h9E

}
o
S

fi 5P

B

SN
o241

P2

PR3

PB4

$H5

TER6

® [EEHEIN.

WE LIRS ZEEFN B E R

o F, FRRIEWIIARS, EFahEkEE; BNERITSES

o 7, HEHITISE2

BE RS EZEER

® /A “xxx filesystem error. Remount filesystem read-only” , 15HATHEE3.
® /N “xxx filesystem error” , HHUTHES.

BITUL NS, BF N X R EE &5 EEEF 71X,

cat /proc/mounts |grep “ro,”

BEMA L AR

A RIR W AIR CGE—F RN IX) -

tmpfs /sys/fs/cgroup tmpfs ro, nosuid, nodev, noexec, mode=755 0 0
/dev/sdal /boot ext3 ro, relatime, errors=continue, user xattr, acl, barrier=1, data=ordered 0 0

o & (HFHEEETJ WA/ devisdal) , iEHATEEA.

o i, WTaEkREE.

A RRMREL X (WBIR =/ devisdal) 275 A - FahHEEm Rk,
® i ETAEREE.
o i, HHMITH K.

BRI AR 7S, KB R BRIAD R 2 Bk .
(AR
e BIRS R A RERIADFRIR, # X ETHABAEHIEE LIRS E,
o &, iEHHAEM, S SN
e 5, il He.
TR AR FE
T

3.24.3 XBHESEHE

L

Bt

A AR B S IS A B IR, REuT S &

FT 338 EEREM
HELK KR
EEID 1005
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EulerOS V2.0SP3 {45 H (for ARM64) 3 M B TEE
HEHH 2 (EE)
HER hEpreE . 1, HERE: 0
& A PRI R A et [a] CUTCRY (R, H47ms)
HEHRE R HEPEAE . %s is abnormal
HENRI . Y%s is recovered
)]
%s A Bty AL, 4esshd¥ o
HEIRREER KA E I REFE SRR, Wcrond,  sshd%%
RGEm
® HRSFHARARE
o g FEukSIhRE R
A gER
o R AIL,
® k5 HH
TR
BB RGBS BRI BRI, RSB E AL,
TR AHERGERE A, SRR E R EURSS .
L3 R ete/sysmonitor/process/ T H IR EL & AL & FIRECOVER_COMMAND, i1k &
SRR EURSS
B4 14 /etc/sysmonitor/process/ N AH L & AL B FIMONITOR_COMMAND, £ i 2
RS & B E IR
® &, PITIEEE.
o T, BUTHES.
BES G RN AR,
—ZR
3244 NHREEE
ik

HIRE SO, B8 B/ ER 7 3CF . S/ ER 7 H i, RGeS .
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EulerOS V2.0SP3 fiATE" (for ARM64)

3 AR T B

B
F£3-39EHEEM
HELK RS R A
F=x31)] 1006
HEHH 5 CRHE)
=3 FERAE: 2
e A BRI E i [a] C(UTCHYTE], B ms)
LR ER HE FEOI07 0. Subfile %s under %dir was added
H % TR0 Subfile %s under %dir was deleted
H% TR H3%: Subdir %s under %dir was added
H3% MR T H: Subdir %s under %dir was deleted
AR File %s was deleted
PR
Yos 7 38 A M 69 LA, B R L, %dirk B ENE X,
LEIRER AN IS B A SC A Bl A
Rz
o UM KREMIMESSHAA X RN, tHn]Fevi 25l % 75
o CHEAFHIMIBR SR L S B A RRIET .
Al gE[R
| INSE (S
TR
ALTRIE I
S BEVEA SRS ZE R, R KA TR NSRS 5 520 RSB IEAT
. |7£\‘7 j: '/T]_:%EF‘O

o 2, TP,
B AR NS AL

s

g

3.24.5 MFEREFES

iR

Mg EM R &K A ups downslE B MIBRIPHUIERS, ARG =A%,
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3 AR T B

B
+*® 340 HEREM
HELWK P i
HEID 1007
HEL 5 (ANHiE)
HERI iR 2
I [H B B 3 ) (R CUTCHY ], #f7ms)
HEHAGE netcard: device is up/down
netcard: ip[xxx.xxx.xxx.xxx] is added/deleted
L]
netcard 7 F F %, 4dmethl F; XXX XXX.XXX.XXXH S0 X AGIPH AL,
HEHRER XF LR 44
A
® WEETFHEKA R .
Al REIR
o JUNEUREFERAE.
AN

: %MT*“

HB1 EHIPUTTY S BN, MR E MW EKEE
[ ]
o

B2 [ Hifconfigdir & Tk 5% S f .

#tifconfig ethO up

— ok

filik
HHHFERIRE S, RGP
B

= 3-41 SEB M

Eifconfigim 4% th 1K) 71 & 2

s

HEBK (ARl o
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EulerOS V2.0SP3 fiAT6" (for ARM64)

3 AR T B

HEID 1008

HELH 5 (RHED

HERA HIPRE: 2

RN 8] BB e [ (UTCHYE], H47ms)

HEHRER process1[pidl] send signal to process2[pid?]

L

processl B K A5 589242, pidl A R F A2 HAZ T, signaly LE 8y
25 (4SIGKILL) , process2 iz 5 a9 itA2, pid2 A Miz 5 a4
o

HERRER RIABAE T RS FR SR

ERZR A
o VSRR AT REML B &b
CIHELS
® )\ NERAEE ikl
o IERW.
& RGN
ALFRIEIY
S EIPUTTY B X TN, 8 & sysmonitorlogH &, A AES 5 PR Wik FE 4
FREBIEH.
o &, HUTIEEE.
o 5, BITHE2,
BB HE RN AL,
3.24.7 CPU R4
(113D
Yepuls R AN, RGFeA A,
B
TN EEREM
HEZR cpu i H R e 15 &
HEID 1001
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3 AR T B

HEHRH 2 (EE)
HERA ek, 1, HERE: 0
R F] B PR H) e IR E] (UTCR A, B f7ms)
HEHRER IR S CPU usage alarm: 4.11%
HEPE G CPU usage resume: 4.1{%
L
4.11% 4 &2 0 dcpud A &
HEEERER G
X231
® cpuffiFE, WSS HERE AT AL AR,
AJgE[R A
o Rkl K.
o REFW
ALTRIEIN
$E1 ﬁTPUTTY SR FENL, Eidtopan S A H cpu i HIEN & B IEH ?
[ =, %;(‘ 'Jﬂl:b
o N, HITHE2.
S22 B RENF AR,
3248 AERESE
fid
MR EN, R4 EE,
B
=343 HEB M
HELR WAF 5 3R e o
E2ID 1002
HELH 2 (HE)
GRS wrErh, 1, HERE: 0
2 (8] PR R & 2 s a] (UTCH A, 2 f7ms)
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EulerOS V2.0SP3 iiif57 (for ARM64) 3 A i

i

HEMRE R

: memory usage alarm: 4.1f%

R 5F

i

S =
gl

: memory usage resume: 4.1f%

S oF ofF
3 g

v
41f%HEE N G & B E,
21

iy

HERRER

R4
o PfEHFEE R, WA HREARIZ T R .
A gESR &
o FRGfEIL K,
& ARGHRW.
AR
HE1 @ TPUTTY FR M, Widfreem & EH NAE HHEIE R IER?
o i, PuTmtE.
o 1, HUTHER2.
BB2 I RENFER IR
G
3249 HEEHREEE
ik
YRGB EL A, REEEREE,
B
T34 FEREM
HEAW B H i
HEID 1009
HEL 3 (KED
=5 L] P I ) (UTCHE ], #fims)
HERREE HERIAME B process count alarm: %ld
AR5 B process count resume: %ld
L]
%ld M H 20 R e HA2A
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EulerOS V2.0SP3 iiif57 (for ARM64) 3 A e

HERRER (2P

RGN

HREEOL &, RG] R LiE G @ iR .
AJREIR

o RURW
AT RN

HB WLPUTTY R, idpsdr & AR 75 EH 2
o . BT

e T, HITHE2.
BB iEE RN,

-
3.2.4.10 R4 AR =HE
ik
HARGABEL SN, RE-EREE,
B
345 HEEM
HEBR A% B 7 5
HEID 1010
HERA 3 (RED)
B (8] BRI RN 5 i [R] (UTCHFTE], A7 ms)
HEHRER LIRS B fd count alarm: %lu
EER G /E S fd count resume: %lu
ot
Yolu Ay &2 0t £ a9 fd 8 2.
HEHEER B
3-Al

MAFER SR L, R RETIET TR S B B R T
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EulerOS V2.0SP3 iiif57 (for ARM64) 3 A e

Al ge[R A
o =GR,
ATRIEIN
$B1 EIPUTTYE TN, Eidlsoffr S BE RGifd 5B S IEH?
® &, PUTTEE.
o T, HUTHE2,

BE2 FIRARENEAR S AL

B
3.24.11 BN HBRAWRBEE
faik
Y RGPS EL N, KRGS T,
B
* 346 HERBM
HEAW BRI
HEID 1014
HELA 5 (ANHE)
EHERR| HERAE: 2
=Lt FRUE)E I R] (UTCHY ], HA7ms)
HEHRER cmdline [%s] pid %d, fd number %u, more than %u
lﬁﬂﬂ
H—ANEEAGLAPITHRERSLE, FATEHpid, F=ATEH
YATHAR O S ARd, WAL AN FMH K AR,
HEHRER B
R
AR SO AR T s, R T RO AT R S B OE B .
Al BEIR

&  RLIRW
® itk

SCEAfRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7

89



EulerOS V2.0SP3 iiif57 (for ARM64) 3 A e

TR N
81 BN PUTTY Bk T, JEidlsoffr 4 A & %5 B i FIBERERd 5 B Il & 75 1B .
® &, PUTTEE.
o 1, HITHE2.

B2 EERENFAR TR

R

3.2.4.12 {#% inode R EHE

A
YA inode M 28 5 B IRE R, RGSESE. L inode ) H 2 FECH Pk 5 1K
EHLLT, RG/-HEME S E.
B
+*® 347 FERBM
EHELR WA 53 X e
HEID 1011
EHELH 2 (EE)
=k Ll P EI S 1R (UTCH ], HAims)
LEHRER inode %74 :  disk partition=%s inode usage=%d
inode ™ %k & : disk partition=%s inode usage=%d
WEA
Yos A HE S KER B K, dw/var/logH .
%d A 4 % ATinoded® A & .
HERERFER KA IR 5y X H 3%, Wvar/log
RGN
® UIHEM S X e FERGIEIT R
o AT X FEUCEANE .
A gEJR
®  flifirinode I H it &,
AFRREEIN

WIS RERT P T A, SRR S R R SR 4 T 0
531 DR ifinode.
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EulerOS V2.0SP3 iiif5 7 (for ARM64) 3 A e

3.2.4.13 7R 1/0 R T K &HE

13D
£35s L HL — IR A MU A O /O RS SE HEARAF, BRSPS BUX 5438 N T B A T/O R ZE 1)
@,m%&%&@ﬁ%ﬁ~¥<wmut)ﬁ%ﬁFmEmmLﬁmﬁ,W%%FE
itk 24— T DL BN T RMER, RGN R A
B4
FT 348 HEEM
HEAWR TEAB AT/ O L i K 45 4
=51 1012
HELR 2 (EE)
%%%?;3%” R A 1, HERE. 0
v PR B 25 et (8] (UTCHa], B7ms)
EEHRER A %s IO ZE 3tk
T %sTON 4E 1F &y
L
%s#HID, 4esda,
LELRER M I RERLID S 4n: sdb
R
o SEANHIRIARTOES FHICPUR H L & .
® CPUKFIMV S5 T 415 .
Al gER A
® i K S B A /O B i S
® KA MHraid FEERE NS, B H raid K IRS)EEA W)
AR

BB (AW iy, AR S FFsmart.

smartctl

o R4 RIEHE: SMART support is: Enabled , /8% ffsmart. #4704

® R4 FIEHIH: Device does not support SMART , KA Kfsmart.,
AT Frsmart SN, — BOE RONEC B raid RAN SRR, BB 75 B B X Nraid R
RS T H,

B2 Hsmart TH HKE, BHAZ G R R
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EulerOS V2.0SP3 iiif57 (for ARM64) 3 A e
1. eBEEHEHEAM smartf5 .
2. HABMWAGLISTAIE.
3. fih&smartE 1.
4. WRKEIEL, AT YRGS I T A R 0 SRR B 2 RS g e AL

3

3.3 4= H

k]

[Th=n e gLl

34 5€H

B

T ERNE ST EE I

THIK R NHRSCF AL
T

=

yTAXS

FEERNTEOL Y, 9By 1ksysmonitorlog 3 AFRER, HERFIESRAL 7 22MBIE )G, VIr#:
fit BRI . H SR PG R H T, Pt e fRfr — € B H &

lie & XA N: Jetc/rsyslog.d/sysmonitor.conf, HC & SCAFREI 0T

$FileCreateMode 0600

$outchannel sysmonitor, /var/log/sysmonitor.log, 2097152, /usr/libexec/sysmonitor/
sysmonitor log dump. sh

if (§programname == ’sysmonitor’ and $syslogseverity <= 6) then {
:omfile:$sysmonitor

stop

}

if (§programname == ’sysmonitor’ and $syslogseverity > 6) then {
/dev/null

stop

}

EE

/ust/libexec/sysmonitor/sysmonitor log dump.sh¥ 44 Fllogrotate /usr/libexec/sysmonitor/
sysmonitor-logrotate¥7#] B & L4, 4452 B & L4144 Ky, F#fk/etc/rsyslog.d/
sysmonitor.conf ™ &% 4% fi% 5] {4 kb /usr/libexec/sysmonitor/sysmonitor-logrotate ¥ 49 size &t &
(PN

=+
’

G

TE &G /var/log/ H X T, {7 Hsysalarm.log, 103%FE &5 BRI F 217155 H E M
EHE, HHBIERESECER Bk HESE, TR T 8 e AL A 57 .

Wi 1Esysalarm.log XA R, HAASRFMERME 7 RR2MERME)E, Y)r#ea H ERpLE. B
SR PAERIMAL RN, RFEtRE IR — € B H &,

e H BB IC B SCEAFTE T/ete/rsyslog.d/H 3, 44 Nsysalarm.conf.
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B B35 RR

fic & S A Jete/rsyslog.d/sysalarm.conf, it & SCAFRBIU0F

$FileCreateMode 0600

$outchannel sysalarm, /var/log/sysalarm. log, 2097152, /usr/libexec/sysalarm/sysalarm log dump. sh
if ($programname == ’sysalarm’ and $syslogseverity <= 6) then {

comfile:$sysalarm

stop

}

if (§programname == ’sysalarm’ and $syslogseverity > 6) then {
/dev/null

stop

}

EE

/usr/libexec/sysalarm/sysalarm_log_dump.sh ¥ 41 Fl logrotate /usr/libexec/sysalarm/
sysalarm-logrotate7 %] B & XA, FH B &L AF46% KDy, 15508k /etc/rsyslog.d/
sysalarm.conf™ &) %% fi% 5] /& tb /usr/libexec/sysalarm/sysalarm-logrotate ¥ #9size B2 & 16 X

SCRYFRA O (2019-08-12) TR © B AA TR %



EulerOS V2.0SP3 k15 (for ARM64) 4 @R AT A

4 BRAETA

OSfil FER A T FLH kA & EulerOS Y = B FRIE TR B IEH « B M E R B E K
A R SCH TR AN AEY TRRIAE 1% T2, 7T CARRAR H A B M, AR b ™ 5 i
Al e

4.1 faifr

4.2 i F 3 1

4.3 K &I

4.1 BT

AR A TR e 7 fh D EE LU AR .

FEmEN
OSfa Ffa A 1. (osHealthCheck) FioRA& & EulerOS RGN £ EHFLIEIT T IEH
B S e B R R RS
Z LR BRI R TR 44 TREIMRE 1 i R S fid Btk

FEERIhEE

il R 25 T BRI DI RE AR 4- 15T

® 41 BROET AIhEEEA

L MEHR
Rl 28749 s 1 R LT Dh g 75 T WRRIEF AT, WIRRRE: SlZ
TR A I .
R R G0 O w B R 28 G0 R B A 2 5 1 B R
for & Cgroup i 55 72 15 1 K # Cgroup 7y X & 17 1E % H: 4.
o A printk 22 1 X 5E [A] Ik 55 2 15 1B T%%printk@?ﬂ*IZE%@Dﬁﬁﬁﬁ)ﬁiﬁﬁﬁ
G
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Thee MR
KT R GRS 2 7 L K e service SR AR . T I 3 Al

ERHFIREL

A T BAE 23 EulerOSHUA I H 3h 223,

4.2 £ 5 A

PR AR A T RAE I 7 A T H R I GAL .

421 PITRGREREE

SRR
osHealthCheck -1 <id>
osHeal thCheck -s <idl, id2...>
osHealthCheck -1
osHealthCheck -1i <id> —p <dirname>
osHealthCheck —s <idl, di2...> —p <dirname>
SR RE
2% | %AE
- ¥ IRid TR, AFE B N A RS S, idyEBA, HOZE e
FEl N [10001, 10002, 10004, 10005, 10006] (EAKE S HERETD .
-s 47110001, 10002, 10004, 10005, 1000613 —MELZ MG, AR AT 2
B FHIZ S Ba T
-1 Bt BT R A T
-p ﬂ%iﬁiaﬁéﬁ%i#ﬁﬁﬁwé%% H3d, ZHEFECKLE Y. 35 A6k
L:j'iﬁ_s_‘ﬁ,ffﬁﬁ o
FAEEmM

1. FEPATIE R B 2 Feopu BT, JyikE S FEks & o m L 55, 165
osHealthCheck R fill /£ cgroup Hiz 17 LA¥& il Z JsAd H . W1 S osHealthCheckifi] 3
Z PR fEcgroup, NosHealtCheck 2> 4k A4 i FH & Fr cgroup AT M35 o

2. WAXFEREL NSO ETURE, PATRFERE ZATEF IR X R

3. RAEN0002, KBS ERERE, AIRZOERA R, AR,
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1R [El{E 5B
BEME | X SbTEIEINL
0 R i A g SRSk A xml&h B
2 S N R R O A AR R | IR R T A A T
I':H o /E\‘ o
3 fvar/log H 3%, HEEBLIEB N, BE5%423 NETAREINR.
A5l

PLid A 10001 FIRE AL TN, A an F a2 AT i@ A & T A

osHeal thCheck —i 10001 —p /home

122 EERREERS

HELCARE
1. PUTEERE TRE, #FAWTHEHS (EpZHteem R, Hls1stb, %
H 5% Bl 28 s PR AR .
/var/log/osHeal thCheck/
2. PATW N4, MRIEA Hreport.xmI SCAF AT ], KT iZxml SO 2 75 BT
11 report. xml
3. MR ZxmICHEAEGHT, WEB ZxmISCF . fi)d SO a2 mT OS2 i T A I
H. fESIIT, R ERMI . xmISCAERS AT
<?xml version="1.0" encoding="UTF-8"?>
<{Report>
<{TotalIltems>10001, 10002, 10004</Totalltems>
{FailedItems>10001</Failedltems>
<{PassedItems>10002, 10004</Passedltems>

</Report>
4. WifreportxmlKERY, ESH4.23 BT AREIR.
(L een

7238 it osHealthCheck - ite & ¥ /M A TR R ERCERE, RELERK

<id> itemresult.xml 4,

EE xml X

1 PUTEFERE TRE, #AWTFES (s er B3, ElS e b, #%
H 5% Bl 28 s R FAETED
/var/log/osHeal thCheck/result

2. PATWI RS, RIEARi<id> itemresult.xmISCAERIA],  FIriZxmISOOF & 7
o

11 10001 itemresult. xml

3. R ZmUCAF N EH, MAEE Zxml . BES %4423 RETEREIR.

EEHEXH

PATEE RS A T RS, AN B, SN H S o B H &St
N7, EZHE423 NBETEREIR.
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/var/log/osHeal thCheck

Hr, Hi&4 NosHealthCheck.log.

(D steg

osHealthCheck. log L & R 2 #4793, EZ K T2M#LmE) £ R —AF & # K F 6 R L
o B R SR G200, EART204 N AWMk R F ARG B LM, %0 E LR L
fi%o

123 BT HREINS

8 FosHealthCheckfi# Bét6 2 T B, A Re<x LA R A i 0.

xml X7
SR
FEHNT SRR B A AR (x]SR zd ) xmI SR«

/var/log/osHeal thCheck/result

R 2 #r

®  ZHUX A IR BE S B A IR .
® (xSRI H SR B R A ]
KB T5 ¥

PR Ab B 3 3R] S AT I X o

o ERIEHMZ AR, SHGEEMAS .
®  BEIxmISCAFFTAE H 3% 2 6] o

FH MR
FEARTT H 33 R R TR] £ H B ST N N

/var/log/osHeal thCheck

JR &R 2 4

Ivar/log H 3% A Tl 25 0]
REEE 5

BTt/ var/log H 3256

4.3 REIN

AEBNG T EFERE RS M BT, Jra M MEEIIgE. AR, ThE
JRRA A 8% DA S AR BTV
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4.3.110001 BNV S PN EEFIIBERTHE

ab

KEIINEE

For 20l 551 i () R T DhRE R B IS
3,

ISR
BEXMLYAE, I T s REER.
{item>
<id>10001</id>
<name>Kbox function of the service node.</name> — BB —
<result>Abnormal</result> — BWBELEEHR —
<{output>The kbox function of the service node is disabled. </output> Ad— BHEEE —
{/item>

ERE
B REEEFE-

ENLE
AR o S8 P 4-1 TR

4-1 HPEE LB B RIZE

R AR
5

A IELRR

. HFHPUTTY & i
2. PATITI A, KERETFREAED.

systemct]l status kbox
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4 @R AT A

A RS 15 Hyrunning .
- =5
- =3
3. PUTINRaS, HBRET.
systemct]l start kbox
i “result” &N “OK” .
- e = A
N

5. TEERARHENBORSCRAALHE.

4.3.210002 ¥ E RGN HTEM

R EININRE

[RE 54

E (LR

AbIRIL R

B RG A E

BEAEXMLIC, BN PrRRFE .

{item>

<id>10002</id>

<{name>Check integrity of system files.</name>
{result>Abnormal</result>

>

<output>Some system files are abnormal.</output>
>

{/item>

ARETE

o

INIE S & L2
2. BB

WRHE H 34T E L

1. fHHHPUTTY & il fE s A,
2. BEHE

cat /usr/libexec/osfilecheck/result/#

MAT1000248 &7 Z AT F AR K K T & F Hep.

TR E TR, MZEENERGE, HEFERTERERERYE, AFRA

A— HEH —>
A— fEgR —

A— BHEE —

sedr A %M, AmiEmbs g Ry

FEZHFMHES, WREMERSCE PESCHER, nE4-20R.
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42 RRWERE

Euler:/usr/libexec/osfilecheck/result # cat osfilecheck-report2
AIDE 0.15.1 found differences between database and filesystem!!
Start timestamp: 2018-01-10 14:16:15

Summary :
Total number of fTiles: 505
Added fTiles: 0
Removed fTiles: i
Changed files:

removed: /bin/sleep

R EARMEBUE R, B SURE B A

4. WEMNXMHEHBEEEE TR, MiZEEmMEREE, T8I ERE
W, BEREER “result” 2B N “OK” .

- = RhHERE
- =5

5. WHEKRENHEARSRRLTL.
4.3.310004 # % Cgroup BRZEBIESE

K EIINRE

i A Cgroup/lR 55 & 57 IEH

AAEXMLIYAF, W R EE R

{dtem>

<id>10004</id>

<{name>Cgroup function of the service node. <{/name> A— W&
o —>

{result>Abnormal</result> - Kf
gl —

<output>The cgroup function of the service node is abnormal.</output> A— BE
=y

|= Ay

{/item>

[RE 57
Cgroupsy X %A 2 HE 3

TR
A mount(s B & A cgroup T R G AE I o
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AR STE
1. fHHPUTTY &3 &y .

2. PATWI R4, Kfcgroupsr X (blkio,cpu,cpuacct, cpuset,
devices, freezer,hugetlb,memory,net_cls,perf event) J& 75444

mount | grep cgroup
- cgroupr X & H A= 3
ot B 4-3 18] 545 B AR B /b blkio s X, Fonbikior X %A HE# .

4-3 bikio 4y XK IEE;

cgroup on /sys/fs/caroup/perf event type cgroup (rw,nosuid,nodev,noexec,relatime,perf event)
cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,memory)

cgroup on /sys/fs/coroup/cpuset type coroup (rw,nosuid,nodev,noexec, relatime,cpuset)

cgroup on /sys/fs/cgroup/cpu,cpuacct type coroup (rw,nosuid,nodev,noexec,relatime,cpuacct,cpu)
cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices)

cgroup on /sys/fs/cgroup/freezer type coroup (rw,nosuid,nodev,noexec,relatime,freezer)

cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime, hugetlb)

coroup on /sys/fs/cgroup/net _cls type cgroup (rw,nosuid,nodev,noexec,relatime,net cls)

- cgroup/r X &R =5
El4-4[0] B A5 B3R R 0 X A 2.

4-4 X EFBEER

coroup on /sys/fs/cgroup/perf event type cgroup (rw,nosuid,nodev,noexec,relatime,perf event)
cgroup on /sys/fs/coroup/memory type coroup (rw,nosuid,nodev,noexec,relatime,memory)

cgroup on /sys/fs/caroup/cpuset type coroup (rw,nosuid,nodev,noexec,relatime,cpuset)

cgroup on /sys/fs/coroup/cpu,cpuacct type cgroup (rw,nosuid,nodev,noexec, relatime,cpuacct,cpu)
cgroup on /sys/fs/coroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices)

cgroup on /sys/fs/coroup/freezer type coroup (rw,nosuid,nodev,noexec,relatime, freezer)

cgroup on /sys/fs/coroup/blkio type caroup (rw,nosuid,nodev,noexec,relatime,blkio)

cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime,hugetlb)

cqroup on /sys/fs/cgroup/net_cls type coroup (rw,nosuid,nodev,noexec,relatime,net cls)

3. PATWI R4, EEHE#ECcgroup T RS
1 E4-3blkio s X% A HEH, PATW T iy & FH R

mount —t cgroup —o blkio cgroup /sys/fs/cgroup/blkio

4. AT fr A RZ A A I YA A

osHealthCheck —i 10004

TR BIIERR SR, BERALER “result” 2HN “OK”
- 2= KIS,

- H=5

5. EBRREAFER SR,
4.3.4 10005 & & printk EHXEEERFZEEIESR

WETLIRE
Hor P printk 1 [X. 152 IR 55 2 B U AL 75 6«
EUIE $ P

AAEXMLIYA, BT IR REER.
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{dtem>
<id>10005</id>

<name>Printk buffer redirect function of the service node. </name>

{result>Abnormal</result>

{output>The printk buffer redirect function enable, but not working.</output>

{/item>

[RE 7t

HE MRS ICE O AR E, (H2 R E AR A B & A L.

ENLBE

e X HE M D REJE T RIRE, ARBEARE R NAE T (R GEreboot B AL, WNAEANE

0) » WERHAARFH LI, ZINREAREMERE, TCHRHEE. ZRF R AR Iks

.

B SR
EN BRI RS, T

1. fHEFPUTTY & i fE .
2. PATIIF S, BEEERRS 2GRS,

systemct]l status redirect
BE RS L Nactive.
- =5
- H=3

3. AT T A, HERHEER IR

systemctl restart redirect

4. FAMEREE TR, dzieaEEind, FaEaREREaERY, SR

LR “result” RE “OK” .
- R = R

— §:>5

5. HERARENBORSCRFALEE.

4.3.5 10006 & & RSk F 2 E B B8R

RETINEE
Fr#E R G serviee S 1 7 L B Th

I -E 137
BEXMLI A, B IR REE .
{item>
<id>10006</id>

<{name>Check timeout of services.</name>
{result>Abnormal</result>

{output>19 services are not configured timeout.</output>
{/item>

A— KB —>
A— WELER —
Ad— BEEE —
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[R5
1. HHKservice X AFICE | TimeoutSec=0.
2. fHKservice XAFECE T TimeoutStartSec=0.
3. AHKservice AFALE T TimeoutStopSec=0

ENLB R
HRA I AT 2

AbIBL TR

1. fHEFPUTTY & i fE 4 .
2. #mEHE.

cat /var/log/osHealthCheck/osHealthCheck. log

FEZHFHHAED, ERHEEARLEEN PRGNS ELR, WE4-507R.

E 4-5 RRIEEHE

_checkService. L 142 r/lib/dracut/modul rvice not configured timeout !]
—checkService. 42 1ib/dracut/modul /90dms quash- 11 kisomdS@.service not configured timeout !]
“checkservice.sh [1 2 b/systend, y Fsck@.service not configured timeout !
ervice. 1 /Lib/ / Y, al.service not configured timeout
ervice. L /1 1-lo service not configured timeout
!

no=142: fusr/L.
health check]
= osHealthCheck [295

3. %?Xﬂjsemceiﬁﬁ 3thXJA‘EI#FEI’Hl&E§Z1nu, I T A U R A2

4. BEOPifservice XX fF, FCEBNThRE, Xzl ETEFRE, JFEE R EHE
RERY, BEERESR “result” &5 “OK”

- R=hHEkE
- =5

5. IHERARENBORSIRFAL .
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HER S

5.1 ThEEfRT I

5.2 (I3 R
5.3 (£
5.1 ThEEE 9T

HER 3R, 2 Rgaimid HEYIE T Rlogrotate , &EFE— /N X /etc/logrotate.d
S N S Y U= e Sl W A D =i X W) A | N i Bt el T e 8

BOA IR H ST EISCAE IR A

SCAYRRAS 01 (2019-08-12) AT © N ARG RAF 104
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%+ 5-1 SIS 5
HE&#R

/var/log/cron

/var/log/maillog
/var/log/messages
/var/log/secure
/var/log/spooler
/var/log/yum.log
/var/log/startup.log
/var/log/boot.log
/var/log/backup conf.log
/var/log/cloud-init-output.log
/var/log/cloud-init.log
/var/log/daemon.log
/var/log/cron.log
/var/log/kern.log
/var/log/syslog
/var/log/unused.log
/var/log/tuned/*.log
/var/log/wtmp
/var/log/btmp
/var/log/firewalld

P =

L CEAAE B ELARET B AR B RE, BEARE R 7 & A L5345 A

5.2 (EAHn=

AGEMERET, HEFFEER S0 H SRS RS W, A S 2 H S0k
REATED, siFE MBI RGH LS ThEE (BERE S sl — Le 8RR T0VEEAT) + Sshin
RAGHI T R, PROysk H S W20 R e LR, HE S EREe e .

H GBI, B R A RN S K H SO, XA FIECE, #iRey
filf F SSRGS 2 18] AN 5 0, AT 5 R S R e R 5 mT Sk

5.3 EAFAE

fE/etc/logrotate.d H & &, X EVI#EIM H E X HATICE -
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MHEETE

HC E i AR

fE/ete/logrotate.d H K T, WAL E XM CHrignc B SO RIRR A K T640) , —A
B B S AT [F i L E 2 A TR EIEI H &

. /etc/logrotate.d/example L4 HH AL & o

/var/log/logexample
/var/log/logexamplel
{

maxage 365

rotate 30
notifempty

compress
copytruncate
missingok

size +4096k

}

ZIC & 2% /var/log/logexample. /var/log/logexample 1317 1) %,

® maxage 365: RAFMf 365K FIVIE| R i) H A, It 365 K M F: .
® rotate 30: Fi57E H BT MBRZ ATV TN REL, AL REA30 %40

® notifempty: Ko HERNTNIALFE,

® compress: Bt gzip k4L LG H &

® copytruncate: HTIEAEFTFFH ) H A, 402407 H E &0 I

® missingok: WIRHEXMEK, AREEHLEIAT T 1

[ J

size +4096k: K7~ H L EIT4096k K/NA 73 E], sizeFRINHBALZKB, Ak, MA!
Gk3IEEKB. MBHIGB.

Wie B I W R
< 5-2 Ee i A
ECEIN IhgE
compress L gzip R4 it LAUG I H &
missingok AR HER, B,
nomissingok AR HER, e,
nocompress AT EEGER, HXANZE
copytruncate 8T I i B S, 4827 B S84 IR .
nocopytruncate #An H AU E AT
create mode owner group | Fefif SO, A AR € B SO AN EEHT Y H 3B S0
nocreate AL H S
prerotate/endscript FE A DAHT 77 ZEHAT I 2 7T ABONIZ AN XS, XIS R
B B RRAT
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5 HEB R

ECEIN Thge

postrotate/endscript FEHE it LAG 75 BT 1 A 2 W] LUBONIZ AN, IX AN 5%
B DA AT B RNAT

daily TR E et N RER o

weekly e e e At A

monthly fRE s A H .

rotate count

F8E H B MBR Z AT R i, OFRi & 4r, 598
TREE SN

size

U S BE AR B N A Ee A, size ] LIS Ebytes
(H4) LLEKB. MBE#GB.

FCETUh “Heftr” 195 3 RIRICIHE H ESCIHMER, JF eI H B30t

([ iseem

1. nocreate 5Bt & S ¥ 49copytruncate 2 ZJF 89, AR BELE, % Mnocreate ™ 4 3K,

2. create mode owner group (#]4=: create 0600 root root) 58 E XA F 9 copytruncate & A 7
#, % M createBe & 14 K.

3. A& (daily, weekly, monthly, yearly) #=H & K (size) X3 A% B 0B E 69 Bt
%, SR ERNAEME, ZB -2 KIS E,
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